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OMPEOENEHUA

B HACTOAIIEM NOKYMCEHTE MCITIOJIB3YIOTCA CICAYIOMINWEC TCPMUHEBI U UX OIPEACIICHH.

ABTOMaTH3HMPOBAHHAS CHCTEMA — CUCTEMa, COCTOSIIAs W3 IEpCOHAJa M KOMILIEKca
CPEACTB aBTOMAaTHM3allUM €ro JEATENIbHOCTH, pealu3yrouias HHPOPMALHUOHHYIO TEXHOJIOTHIO
BBITTOJIHEHUS YCTaHOBJICHHBIX ()YHKITHIA.

be3onacHOCTh NMEPCOHATBHBIX JAAHHBIX — COCTOSHHUE 3AIMIIEHHOCTH IEPCOHAIBHBIX
JAHHBIX, XapaKTepU3yeMO€ CIIOCOOHOCTHIO TIOJb30BATENEH, TEXHHUYECKUX CPEACTB U
UHPOPMALIMOHHBIX  TEXHOJIIOTMH  o0OecneunTh  KOH(PHUIEHIMAIbHOCTh, LEJIOCTHOCTb U
JOCTYITHOCTh TIEPCOHAIBHBIX JaHHBIX NpPU HUX 00paboTke B HMHMOPMAIMOHHBIX CHCTEMax
NIEPCOHAIBHBIX JaHHBIX.

BiokupoBanue mepcoOHAJBHBIX JAaHHBIX — BPEMEHHOE IpeKpauieHue cOopa,
CUCTEMATH3allMM, HAKOIUIEHHs, UCIOJb30BaHUsA, PACIPOCTPAHEHNUS, IEPCOHAIBHBIX JaHHBIX, B
TOM YUCJIE UX MEepeaayu.

Bupyc (KOMIbBIOTEpPHBIA, MPOrPAMMHBIN) — HCIOJHSAEMbIA MPOTPAMMHBIA KOJ WJIU
UHTEPIPETHPYEMbId HA0Op WHCTPYKIMH, OOJIQAIOUINA CBOMCTBAMU HECAHKIMOHHWPOBAHHOTO
pacrpocTpaHeHus U camoBocipoun3BeaeHus. Co3naHHble 1yOIMKaThl KOMIBIOTEPHOTO BUpYCa HE
BCErJa COBIAQJAIOT C OPUTMHAJIOM, HO COXPAHSIOT CIOCOOHOCTh K JajbHEHIIeMy
pacpoCTpaHEHUIO U CAMOBOCIIPOU3BEIEHUIO.

BpenonocHasi mporpamMmma — mporpamma, IpeAHa3Hau€HHas I OCYLIECTBICHUS
HECaHKLIMOHUPOBAHHOT'O JIOCTYIA U / WIIM BO3JCHCTBUS Ha EPCOHABHBIC TAHHBIC WA PECYPChI
MH(OPMaLlMOHHON CUCTEMbI IEPCOHAIIBHBIX JAHHBIX.

JocTtyn B oOnepauMoOHHYW cpely KOMIbIOTepa (MH(POPMAIMOHHON CHCTEMbI
NEePCOHAJBHBIX JAHHBIX) — IOJIY4YEHHE BO3MOYKHOCTH 3allyCKa Ha BBIIOJHEHHE INTATHBIX
KOMaH[, (yHKUMN, T[polenyp ONEpalMOHHOM CHCTeMbl (YHUUYTOXKEHHS, KONUPOBaHUS,
nepeMeleHus U T.11.), UCTIOIHIEMBIX (aijioB MPUKIIAJAHBIX IPOTrPAMM.

Joctyn Kk nHGOpPMAIMHU — BO3MOXKHOCTD MOJIy4eHUs1 HH(GOPMAIIMU U €€ UCIIOJIb30BAHMUS.

3akya0uHOe YCTPOWCTBO — D3JIEMEHT CpeAcTBa CheMa HH(GOPMAIMM, CKPBITHO
BHEJPSEMbII (3aKiIaJbIBaéMblii WJIM BHOCHUMBIN) B MeCTa BO3MOXKHOTO CheMa HMH(popmanuu (B
TOM YHCJIE B OTpaXJeHHE, KOHCTPYKIIHIO, 000pyA0BaHKE, TPEIMETH HHTEphepa, TPAHCIIOPTHBIE
CPEJICTBA, a TAK)KE B TEXHUYECKUE CPEACTBA U CUCTEMBI 00pabOTKH MHPOPMAIUN).

3ammmaemas undopmanus — nHpopMaIysl, BIAIOMAACT IPEAMETOM COOCTBEHHOCTH
U TOojJieXxalas 3allMTe B COOTBETCTBUM C TPEOOBAaHUSMHU TIPABOBBIX JIOKYMEHTOB WIIU
TpeOOBaHUSAMH, YCTAaHABINBAEMBbIMU COOCTBEHHUKOM HH(pOPMALIUH.

HNnenTuduxanus — npucBoeHne cyObeKTaM M OOBEKTaM JO0CTyNa HUAEHTU(]UKATOpa
U/ umm  cpaBHEHHE TPEABSIBISIEMOr0 HICHTU(HKATOpa C TIEPEYHEM  IMPHCBOCHHBIX
UACHTU(PUKATOPOB.

HNupopmaTuBHbBII CHTHAJI — JIIEKTPUYECKUI CUTHAI, aKyCTHYECKHUE,
AIIEKTPOMAarHUTHBIE W JApyrue (usudeckue mojs, MO MapaMerpaM KOTOPBIX MOXET ObITh
packpeiTa KoH(puIeHUManbHas HH(opMaius (IepcoHalbHble IaHHBIE), oOpalOaThiBacMasl B
MH(OPMALIMOHHON CHUCTEME MEPCOHANBHBIX JIAHHBIX.

HNudopmanuonnas cucrema nepcoHanbHbIX AaHHbIX (MCIIIH) — nadopmanmonHas
CUCTEMa, MpPEJCTaBIAIoNasi cOO0NH COBOKYIMHOCTh MEPCOHANBHBIX TaHHBIX, COAEPIKALIUXCS B
0a3e JaHHBIX, a TaKKe MH(YOPMAITMOHHBIX TEXHOJOTHI U TEXHUUYECKUX CPE/ICTB, MO3BOJISIOIINX
OCYILIECTBIIATh OOpabOTKY TAaKMX MEPCOHATIBHBIX [JaHHBIX C HCIOJb30BAHUEM CPENCTB
aBTOMATHU3AIMH WU 0€3 UCIOIb30BaHUS TaKUX cpeAcTB (cT.3 1.9 Ne 152-D3).

HNudpopmanuoHHble TEXHOJOTHM — IPOLIECCHl, METOJbl IOUCKa, cOOpa, XpaHEHUs,
00paboOTKH, MPEIOCTABICHUS, PACHPOCTPAHEHUS HH(GOPMAIMM M CHOCOOBI OCYIIECTBICHUS
TaKHX IPOLIECCOB U METOJIOB.



Hcnoab30BaHue NMEePCOHANBHBIX JAHHBIX — JCHCTBUSA (OIepalyy) ¢ NepCOHAIbHBIMU
JAaHHBIMHU, COBEpPILAEMbIE ONEPATOPOM B IIEJIAX NPUHATUS PELIEHUH WIM COBEPLICHMS] HMHBIX
NeHCTBUH, MOPOXKIAOIINX FOPUAUYECKHE MTOCIEACTBUS B OTHOLICHUN CYOBEKTa NMEPCOHATBHBIX
JAHHBIX WM JAPYTHX JIMI JUOO MHBIM 00pa3oM 3aTparvBaroOIIUX IpaBa U CBOOOIBI CyOBEKTa
MIEPCOHANIBHBIX TAHHBIX WX Apyrux Jull (cT.3 m.5 Ne 152-D3).

Hcrounuk yrpossl Ge3onacHocTd MHGpOpManMH — CyOBEKT JOCTYIA, MaTepUaTbHbIN
O00BEKT MM (U3UYECKOE sIBJICHHE, SABISAIOIIMECS NPUYMHOM BO3HUKHOBEHMSI YIPO3bI
0e301acHOCTH HH(POPMAIIHH.

KonTposmmpyemasi 30Ha — @pPOCTPaHCTBO (TEppPUTOpHS, 3[aHHE, YacTb 3JaHMS,
MIOMEIIEHUE), B KOTOPOM HCKJIIOYEHO HEKOHTPOJIMpyeMoe IMpeObIBaHUE MOCTOPOHHUX JIUII, a
TaKXe TPAHCIOPTHBIX, TEXHUYECKUX U MHBIX MaTE€pUaIbHbBIX CPE/ICTB.

KoHpuaeHIMaJIbLHOCTh NMEPCOHATBHBIX JaHHBIX — 00s3aTeNbHOE I COOIOJICHUS
OIIEpPaTOPOM HJIM MHBIM MOJIYYUBUIMM JIOCTYII K MEPCOHAIBHBIM JIaHHBIM JIMIIOM TpeOOBaHUE HE
JIOITyCKaTh UX paclpocTpaHeHue 0e3 coriacusi CyObeKTa MepCOHANBHBIX JAHHBIX WM HATHYHS
MHOI'0 3aKOHHOT'O OCHOBAHMS.

MeskceTeBoli JIKpaH — JIOKaJbHOE (OJHOKOMIIOHEHTHOE) WM (YHKIMOHAIBHO-
paciipefielieHHOe ~ NporpaMMHoe  (MporpaMMHO-amlmapaTHoe)  CPeACTBO  (KOMILIEKC),
peanu3yoniee KOHTPOJIb 3a HH(OpMaiuei, mocTynamomeil B HWHOOPMAIHMOHHYIO CHCTEMY
HEePCOHANIBHBIX JaHHBIX U / MM BBIXOSIIICH U3 HHDOPMAIIMOHHOM CHCTEMBI.

Hapyumreb 6e30MacHOCTH MEePCOHANBHBIX JaAHHBIX — (U3NYECKOE JIUIO, CITy4aifHO
WINA TpeJHAMEPEeHHO COBepLIarollee ACWCTBUS, CIIEACTBUEM KOTODPBIX SBISETCS HapylleHUe
0€30MaCHOCTH TEPCOHATBHBIX HAHHBIX TPH HX OOpabOTKE TEXHUYECKUMH CPEICTBAMHU B
UH(POPMALIMOHHBIX CUCTEMAX MEPCOHAIBHBIX JJAHHBIX.

HeaBromaTtu3npoBanHass 00padoTka NepCcOHAJIBHBIX [JaHHBIX — 00paloTKa
NEPCOHANBHBIX JaHHBIX, COJEPKALIMXCSA B MH(POPMALMOHHON CHCTeMe MEePCOHAIBHBIX AAHHBIX
aM00 W3BJICUEHHBIX W3 TaKOM CHUCTEMBI, CUMTAETCS OCYIIECTBIECHHOW O€3 HCIOJIb30BaHUs
CPEACTB aBTOMATH3alUU (HEaBTOMATU3WPOBAHHOM), €CIM Takue JEHCTBUS C NepCOHATbHBIMU
JAHHBIMU, KaK HCIOJIb30BaHUE, YTOUHEHHE, PACHpPOCTPAHEHUE, YHHUUTOXKEHHE MEePCOHATbHBIX
JTAHHBIX B OTHOLIEHMM KaXKJOT'0 M3 CyOBEKTOB MEPCOHAIBHBIX JAHHBIX, OCYLIECTBIISIOTCS MPH
HenocpeacTBeHHOM ydactuu yenoseka (1111 Ne687 ot 15.09.08).

HepnekaapupoBaHHble BO3MOKHOCTH — (DYHKLIMOHAIbHbIE BO3MOXKHOCTH CpEICTB
BBIUMCIUTENbHON TEXHHKH, HE ONHCAHHbIE WM HE COOTBETCTBYIOLIMMHU OIHMCAHHBIM B
JOKYMEHTAIlUH, MPH HCIIOJb30BaHUM KOTOPBIX BO3MOXKHO HapylleHHe KOH(HIECHIHATIbHOCTH,
JOCTYITHOCTH WJIN LEJIOCTHOCTH 00pabdaThiBaeMOil HHPOpMAIIIH.

HecaHKuMOHMPOBaHHBIN JOCTYN (HECAHKIMOHMPOBAHHBIC JEHCTBHS) — JTOCTYI K
uHpOpPMaLIUU WK ASUCTBUS ¢ MH(OpMaIMel, Hapylaroliye IpaBuia pa3rpaHuueHHst T0CTyIa ¢
WCIIOJIb30BAaHUEM INTATHBIX CPEICTB, MNPEAOCTaBISEMbIX HHPOPMAIMOHHBIMU CHCTEMaMHU
NEPCOHAIBHBIX JaHHBIX.

Hocurens nndopmanun — ¢puznyueckoe JUIO UM MaTepHabHbIM 00BEKT, B TOM YHCIe
¢u3mueckoe moje, B KOTOPOM HH(pOpMAIMs HAXOIUT CBOE OTPaXXEHHE B BUJE CHMBOJIOB,
00pa30B, CUTHAJOB, TEXHHUYECKHX PEIIEHUH U MPOILECCOB, KOJUYECTBEHHBIX XapaKTEPUCTHK
(bU3NUEeCKUX BETUYMH.

O0e3iMuYMBaHNe TEPCOHAJIBLHBIX [JaHHBIX — JEWCTBUA, B pe3yjibTaTe KOTOPBIX
HEBO3MOXXHO ONPEICTUTh MPHHAJICKHOCTh MEPCOHATBHBIX JaHHBIX KOHKPETHOMY CYOBEKTY
NEPCOHATBHBIX JaHHBIX (CT.3 m.8 Ne 152-D3).

OO0pa0oTka mNepcOHATbHBIX MAAHHBIX — JEHCTBHA (Omepaluu) ¢ MEepCOHATbHBIMU
JAHHBIMM, BKJIO4as cOOp, CUCTEMATU3ALMIO, HAKOIUIEHUE, XpaHEHNE, YTOUHEeHUe (0OOHOBIIEHHE,
W3MEHEHHUE), HCIOJIb30BaHUE, PACIpOCTpaHEeHHE (B TOM YHCJE Mepeaady), o0e3IMYrBaHUE,
OJIOKMPOBAHKE U YHUYTOXKEHNE MEPCOHABHBIX NaHHBIX (CT.3 m.3 Ne 152-D3).

OO0wmenocTynHble INepPCOHAJNBHBIC [aHHbIe — [I€PCOHAJbHBIE JIaHHBIE, JOCTYII
HEOIPaHMYEHHOI'0 Kpyra JIUI K KOTOPbIM IIPEJOCTAaBIIEH C COIJIacus CyObEKTa MEepCOHAIBHBIX



JAHHBIX WJIM Ha KOTOpPbIE B COOTBETCTBUU C (efepalbHbIMU 3aKOHAMU HE PaCHpPOCTPaHAETCS
TpeboBanue cobmroaenus KonpuaenunanbHocTu (c1.3 m.12 Ne 152-03).

Omneparop (NMepPCOHANBHBIX JAHHBIX) — TOCYJAPCTBEHHBIA OpraH, MYHUIUNAIbHBIN
OpraH, MOpPHUIMYECKOE WM (U3NYECKOe JIMIO, OpraHu3ykoniee W/ HWid OCYIIECTBISIONIECE
00paboTKy MepCcOHANbHBIX JAaHHBIX, a TaKXKe OMNpEeIAIoNIne el U coaepkaHue oOpaboTKu
NEePCOHANBHBIX AaHHBIX (CT.3 m.2 Ne 152-D3).

IlepexBar  (uHdopMamuM) —  HENPABOMEPHOE  MOJydyeHHEe  HWHPOpPMAIUU  C
UCTIOJIb30BAHUEM TEXHHYECKOTO CpEACTBA, OCYLIECTBISIOMIEIO OOHApyKeHHe, MpHeM |
00paboTKy MH(POPMATUBHBIX CUTHAJIOB.

IlepcoHasibHbIe AaHHBbIE — JIt00as WHPOpPMALKS, OTHOCSINASACS K OINpPENeICHHOMY WU
ompezeNiieMOMYy Ha OCHOBAaHMM Takol wuHpopmanuu Gusndeckomy suny (CyOBEKTYy
NEPCOHANBHBIX JIaHHBIX), B TOM YHUCIIE €ro (paMHIIus, UMs, OTYECTBO, TO/I, MECSAL], JaTa U MECTO
POXKICHMsS, aJpec, CceMelHOoe, COIMallbHOE, WMYIIECTBEHHOE IIOJIOKEHUE, OO0pa3oBaHUE,
npodeccust, 10Xo sl U apyras uapopmarus (cr.3 m.1 Ne 152-D3).

[lo6ouHble 3JIEKTPOMATHHUTHbIE M3JIYYeHHS] W HABOJKHU — DIIEKTPOMAarHUTHBIC
U3JTYYCHUSI TEXHUYECKUX CPEICTB OOpabOTKH 3aIuiiaeMoil WH(GOpMalyy, BOZHHKAIONINE Kak
noOOYHOE SIBIICHHME U BbI3BaHHBIE DJIEKTPUYECKHUMH CHTHAJIaMH, JEHCTBYIOIIMMU B UX
ANEKTPUYECKUX U MAarHUTHBIX IETISIX, a TAKXKE AJIEKTPOMATrHUTHBIE HABOJKU 3TUX CUTHAJIOB Ha
TOKOTPOBOAAIINE TUHUHU, KOHCTPYKIIMH U 1IEMH MUTAHUS.

IMosab30BaTesib HMH(POPMALMOHHONW CHCTEMbl MNEPCOHAJIBHBIX JaHHBIX — JIMIIO,
yuacTBytoniee B (DYHKIIMOHUPOBAHUHM MH(YOPMAIIMOHHOM CHCTEMbI MEPCOHATBHBIX JaHHBIX WU
UCTIOJIB3YIONIEE PE3YIIbTAThI €€ (DYHKIIHOHUPOBAHHUS.

IIpaBuna pasrpaHuyeHdsi JOCTYNA — COBOKYMHOCTh TPAaBUJI, PETJIaMEHTUPYIOIINUX
IpaBa JoCTylna CyObeKTOB JJOCTYyIa K 00bEeKTaM JI0CTyIa.

IIporpamMmmHuas 3akjajgKa — KOJ IpOrpaMMbl, PeTHAMEPEHHO BHECEHHBIN B MPOrpaMMy
C LENbI0 OCYIIECTBUTH YTEUKY, HU3MEHHUTb, OJOKHPOBaTb, YHHUYTOXKHUTb HHPOPMAIUIO HWIH
VHUUYTOXUTh M MOAU(UIIMPOBATH TpOrpaMMHOE oOecredeHre HHQPOPMAIIMOHHON CHCTEMBI
NIePCOHATIBHBIX TAHHBIX U / WK OJIOKMPOBATH armapaTHbBIC CPEICTBA.

IIporpammuoe (mporpaMMHO-MaTeMaTH4YeCKOe) BO3JelicTBHE —
HECaHKIMOHMPOBAHHOE BO3/CICTBHE Ha pecypchl aBTOMAaTU3UPOBAHHOM HH(POPMAIMOHHOMN
CUCTEMBI, OCYILIECTBISEMOE C UCIIOJIb30BAHNEM BPEJOHOCHBIX IIPOrPaMM.

PacnpocTpaneHue nmepcoHaJbLHBIX JAHHBIX — JICHCTBUS, HAllPaBJIICHHbIE Ha IMepeaavy
MEPCOHANBHBIX JaHHBIX OMpEAeNIECHHOMY KPYTY JHUIIl (TIepe1aya MepcoHalbHbIX JaHHBIX) WM Ha
O3HAKOMJICHHE C NEPCOHAIbHBIMM JaHHBIMH HEOTPAHMYEHHOTO Kpyra JIML, B TOM 4HCIE
o0HapoI0BaHKHE MEPCOHANBHBIX JAaHHBIX B CPEICTBAX MAaccOBOM MH(OpMalHH, pa3MelleHHue B
WH(OPMAIIMOHHO-TEIGKOMMYHUKAIIMOHHBIX ~ CETAX WM  NPEJOCTaBICHHE  JOCTyNma K
MIEPCOHATBHBIM JIAHHBIM KaKUM-JTHOO HHBIM crtoco0oMm (cT.3 m.4 Ne 152-D3).

Pecypc wuHpopMauMOHHONW CHCTEMBI — KMEHOBAHHBIM JJIEMEHT CUCTEMHOTO,
MIPUKIIATHOTO UITH aliapaTHOro odecrneyeHus pyHKIHMOHUPOBAHUS HHPOPMAIIMOHHON CUCTEMBI.

CnenuajibHble KaTeropuM TMeEePCOHAJIbHBIX JAHHBIX — II€PCOHAJBHBIE JaHHbBIE,
Kacaloluecss pPacoBOM M HALMOHAJIBHOM MPUHAIJIEKHOCTH, TOJIMTUYECKUX  B3IJISJIOB,
PENUTHO3HBIX WU GIIOCO(DCKUX YOeKIACHUN, COCTOSIHHSI 3A0POBbsI M HMHTUMHOM JKU3HU
CcyOBbeKTa MepCOHANBHBIX JaHHbBIX.

CpeacrBa BbIYMCIUTENbHOH TEXHUKH — COBOKYITHOCTh MPOTPAMMHBIX U TEXHUYECKUX
AIIEMEHTOB cHCcTeM O00pabOTKU JaHHBIX, CIOCOOHBIX (PYHKIIMOHUPOBATH CAMOCTOSITENIBHO WIIH B
COCTaB€ APYTUX CHCTEM.

Cy0bekT pgocrynma (cy0beKT)— JIMIO WIM [polecC, JEUCTBUA  KOTOPOTO
pErjlaMeHTUPYIOTCS MTPaBUIIaMU pa3rpaHUYCHUs] TOCTYTIA.

TexHuueckue cpeacTBa HH(OPMANUOHHON CHCTeMbl MNMEPCOHAJBHBIX TAHHBIX —
CPEICTBA BBIYUCIUTEILHON TEXHUKH, WH(OPMAIMOHHO-BBHIYUCIUTEIHFHBIE KOMIUIEKCH M CETH,
CpelCTBa U CUCTEMBI Tiepeaauu, npuema u oopadotku [1/1H (cpencTBa U CHCTEMBI 3BYKO3aIHCH,



3BYKOYCHJICHUS, 3BYKOBOCIIPOM3BEIEHUS, IEPETOBOPHBIE M TEIEBU3MOHHBIE YCTPOMCTBA,
CPEICTBAa H3TOTOBJIECHUS, TUPAKUPOBAHUSA JIOKYMEHTOB M JApYru€ TEXHUYECKHE CpEICTBa
00paboTKM  pedeBoi, Tpaduveckoil, BHUACO- W OyKBEHHO-IU(POBON  HHPOPMAIIHH),
IpOTpaMMHBIE Cpe/icTBa (OMEPAaLMOHHBIE CUCTEMbI, CHCTEMBbl YNpaBieHUs 0a3aMH JAaHHBIX U
T.I.), CPEJICTBA 3ALUTHI MH()OPMALIUK, TPUMEHsIeMble B HH(OPMALIMOHHBIX CUCTEMAX.

TexHuuyeckuii KaHaJa yTedku WHGOPMANMU — COBOKYITHOCTb HOCUTENs MH(OpMaIuu
(cpenctBa 00pabOTKH), (HU3MYECKOI Cpelpl paclpocTpaHeHHs WH(GOPMATHBHOIO CHTHAJA M
CPEeACTB, KOTOPBIMH JOOBIBACTCA 3alUIaeMast HH(POpMAaIIHSL.

TpancrpanuyHasi mnepeaaya IEepPCOHAJIBbHBIX [JaHHBIX — II€peJada IEePCOHAIBHBIX
JaHHBIX oniepatopoMm uepes ['ocynapcrBennyto rpanuny Pocculickoit denepanuu oprany BIaCTH
MHOCTPAHHOI'O TrocylapcTBa, (U3MUYECKOMY WIH HOPUAMYECKOMY JIMLY HHOCTPAHHOI'O
rocynapcrsa (c1.3 m.11 Ne 152-@3).

Yrpo3bl 0€301aCHOCTH NEPCOHAIBHBIX JaHHBIX — COBOKYITHOCTh YCJIOBUH U (PAaKTOPOB,
CO3/AIOIIMX OINACHOCTh HECAHKIMOHHPOBAHHOIO, B TOM YHCJIE Cily4yailHOro, JAocCTyma K
IIEPCOHAIBHBIM JaHHBIM, PE3YyJIbTATOM KOTOPOTO MOXKET CTaTh YHHMUYTOKEHUE, W3MEHEHHE,
0JIOKHpOBaHME, KOIMPOBAHUE, PACIPOCTPAHEHHUE IE€PCOHAIbHBIX JAHHBIX, @ TaKXK€ HHBIX
HECAaHKIIMOHMPOBAHHBIX JEHUCTBMM mpu uX o00paboTke B HMH(OPMAIMOHHOM CcHCTEME
NEPCOHAIbHBIX JaHHBIX.

YHUYTOXKEHHE NEePCOHANbHBIX [JAaHHBIX — JICHCTBUSA, B peE3ylbTare KOTOPBIX
HEBO3MOYXHO BOCCTAaHOBHUTH COJIEP)KaHHE MEPCOHATIBHBIX JAaHHBIX B MH(POPMAIIMOHHOW CHCTEME
NIEPCOHAIBHBIX JAHHBIX WM B PE3YyJbTaTe KOTOPBIX YHUYTOXKAKOTCS MaTE€PUAIbHBIE HOCUTEIH
NEPCOHAIbHBIX JaHHBIX.

YTeuka (ZamuiaeMoi) uHpopManun 1no TeXHUYECKHM KaHaJIaM —
HEKOHTPOJIUPYEMOE paclpoCTpaHeHHe MH(OPMALUU OT HOCUTEJNS 3allldiiaeMol MH(pOopMaluu
yepe3 (u3Mueckyro cpeay 0 TEXHHYECKOro CpelCTBa, OCYLIECTBISIOLIETO IepexBar
uH(pOpMaLIUH.

YupeskneHne — TocyaapcTBEHHOE 00pa30BaTebHOE yUpekaAeHHue ropoia MOCKBBI.

Ya3BUMoOCTb — CJ1a00CTh B CPEACTBAX 3alIUTHI, KOTOPYIO MOKHO HCIOJIb30BaTh IS
HapyLIEHHUs CUCTEMBI WIIM coJiepKallieiics B Heil nH(opMaIHH.

HenocTHocTs MHpOPMANUM — CIIOCOOHOCTH CPEICTBA BBIUUCIUTEIHLHON TEXHUKH WIIA
aBTOMATH3UPOBAHHOM cHCTeMbl o00ecrneunBaTh HEM3MEHHOCTh MH(OpMAlMu B YCIOBUAX
CIIy4aifHOTO W/WJIM MIpeIHaMEPEHHOT0 UCKaXEeHUs (pa3pyLICHUs).



OBO3HAYEHUA U COKPALLEHUA

ABC - AHTUBUPYCHBIE CPEICTBA

APM - ABTOMAaTHU3MPOBAHHOE paboyee MeCTO

BTCC - BCIIOMOTaTeJIbHbIE TEXHUYECKUE CPEACTBA U CUCTEMBI
NCTIIn - “H(pOPMAIMOHHAS CUCTEMA TMePCOHATTBHBIX JTAHHBIX
K3 - KOHTpOJIUpyeMasi 30Ha

JIBC - JIOKaJIbHAsI BBIYMCIIUTENIbHAS CETh

MO - MEKCETEBOM 3KpaH

HCJ, - HECaHKIIMOHUPOBAHHBIN T0CTYIT

OC - OMepaIMoHHAsl CUCTEMA

I11n - TIEPCOHAIBHBIE IAHHBIC

IIMB - IIPOrPaMMHO-MATEMAaTHYECKOE BO3/ICHCTBHE

1O - MporpaMMHOE 0OecrieyeHue

II>MUH - MOOOYHBIE ANEKTPOMATHUTHBIE H3TY4EHHUS 1 HABOJKH
CA3 - CHCTEMa aHaJIM3a 3alIUIIEHHOCTU

C31 - CpeAcTBa 3aIUTHI UHPOPMALIUU

C3I1du - cuctema (TIOJICUCTEMA) 3aIUThI IEPCOHATBHBIX JTaHHBIX
COB - crcTteMa 0OHapyKEeHUsI BTOPXKEHU I

TKYHU - TEXHUYECKUE KaHAIbI YTEUKH HH(OpMAIU

VYBI/In - yIpo3bl 0€30MaCHOCTH MEPCOHANTBHBIX TAHHBIX
OCTIK - ®enepanpHast CiTyx0a 1o TEXHUYECKOMY U SKCIIOPTHOMY KOHTPOJTIO
Poccun




BBEOAEHUE
Hacrosimas Ilonutuka napopmanmnonHoii 6ezomacHoctu (nanee — IlomuTHka) (nonnoe

Haumenosanue onepamopa) (Hanee — (kpamkoe naumenosanue onepamopa)) paspaboraHa B

COOTBETCTBHUH C LIEJISIMH, 33/1a4aMH U MIPUHIMIIAMH 00ecIieueHHs 0€301acHOCTH MEePCOHAIBHBIX
JMaHHBIX W3NoXKeHHbIX B Konnenmmu wuHpopmannonnoit Oe3onmacuoctu UCIL) (kpamkoe

HAumeHosearue onepamopa).

[TonuTHka pa3zpaboTaHa B COOTBETCTBHH ¢ TpeOoBaHuAMU DenepaibHOro 3akoHa oT 27
utonst 2006 1. Ne 152-@3 «O mepcoHanbHBIX JaHHBIX» M TocTaHoBieHUs [IpaBuTenbcTBa
Poccuiickoit ®@eneparun ot 11 HOoa6pst 2007 r. Ne 781 «O6 yrBepknenuu Ilomoxkenus o0
oOecrieyeHUH OE30MaCHOCTH MEPCOHATBHBIX JAHHBIX HPU MX 00paboTKe B MH(DOPMAIMOHHBIX

CUCTEMAX MEPCOHAJIBHBIX JAHHBIX», HA OCHOBAHUU:

— «llonoxkeHust 0 MeTONAax M CHoco0ax 3ammMThl MHOOpPMAMKA B HWH(POPMAITMOHHBIX
CHUCTEMax NEPCOHAIBHBIX JaHHBIX», yTBepkAeHHOTrO qupekropom GCTIK ot 05.01.2010 r. Ne

58:;

— «TunoBeix TpeOOBaHWI MO OpraHu3allid MU OOecleyeHU0 (QYHKIMOHUPOBAHUS
MUPPOBaIbHBIX (KpUOTOrpaUUECKUX) CPEACTB, NMPEAHA3HAUEHHBIX JUJIS 3alUThl HH(OpMAaIIIH,
HE COJEp)Kalllell CBEJEHUHM, COCTaBIAIONIMX TOCYJapCTBEHHYK TalHy B Cllydae W3
UCIIOJIb30BaHUs AJIs oOecrieueHust 0€30MacHOCTH MEPCOHATIBHBIX JIAaHHBIX NMPU UX 00paboTke B
MH(OPMALIMOHHBIX CHCTEMaxX IE€PCOHAIbHBIX JIAHHBIX», YTBEPXKACHHBIX PYKOBOJCTBOM &

Lentpa ®CB Poccun 21.02.2008 r. Ne 149/6/6-662.

B IMonutuke onpenenensl TpedboBanus k nepconany MCIIJIH, cTeneHb OTBETCTBEHHOCTH
NepcoHasla, CTPyKTypa M HeoOxoaumblii ypoBeHb 3amuiieHHoctd WCIAH (kpamxoe

HAUMeHO8aHUe onepamopa).

1 OBLLMUE NONOXEHUA

]_IGJ'ILIO Hacrtosmieil [loauTuku sABIseTCs obecneueHre 0€30IaCHOCTH 00BEKTOB 3alllUThI

(kpamkoe _HauMeHo8aHue onepamopa) OT BCCX BHIOB YIpO3, BHCIIHUX W BHYTPCHHHX,

YMBIIUIEHHBIX U HEMpeJHaMEePEeHHbIX, MUHUMHU3alKs yiiep0a OT BO3MOXKHON pean3aluy yrpo3

6e3omacuoctu [1/1n (YBIIIH).

be3omacHOCTh NEPCOHAIBHBIX JaHHBIX JOCTUTaCTCA IyTeEM HCKIHOYCHUA
HCCaAaHKIIMOHUPOBAHHOI'0O, B TOM YHCJIC cnyqaﬁHoro, J0CTynma K MNEpCOHAJIIBHBIM JaHHBIM,
PE3YyJIbTAaTOM KOTOPOI'0 MOXKCET CTATh YHUYTOKCHUC, U3MCHCHHC, 6HOKI/Ip0BaHI/Ie, KOIMMPOBAHUC,

pacnpoCTpaHCHUC NNEPCOHAIBHBIX JAHHBIX, @ TAKKC MHBIX HCCAHKIIMOHNPOBAHHBIX HCﬁCTBHﬁ.



Wudopmanus u CBs3aHHBIE C HEW pPecypchl JODKHBI OBITHh JOCTYIHBI IS
ABTOPU30BAaHHBIX MOJb30BaTeneil. JI0KHO OCYLIECTBISITBCSI CBOEBPEMEHHOE OOHApyXEHUE U

pearupoBanue Ha Y BII/IH.

JIOJDKHO ~ OCYIIECTBIIATBCSA —MPEJOTBPAILCHHE MPEIHAMEPEHHBIX WIH CIy4YailHbIX,
YACTUYHBIX WM MOJHBIX HECAHKIIMOHUPOBAHHBIX MOJU(PHUKALMNA WIN YHUUTOXKEHUS TaHHBIX.

CoctaB 00BEKTOB 3amUTBHl NpeAcTaBieH B llepedHe NepCOHANbHBIX JaHHBIX,
HOJUIeKALMX 3aIINTe.

Cocra UCII[JH noanexamux 3amuTe, mOpeAacTaBieH B OrTdyere O pe3ynbTarax
IPOBE/ICHUS BHYTPEHHEH ITPOBEPKH.

Ora [lomuTrka WHPOPMALMOHHOW OE30MAaCHOCTH ObUIA YTBEpKIEHA PYKOBOAUTEIIEM

(kpamkoe HaumeHosanue onepamopa) Y BBEJICHA B JIeicTBHE MpuKazoM No oT

XX XX XXXX.

2 OBJIACTb AEACTBUSA

TpeboBanus Hactosmeil [TomuTukM pacnpocTpaHsiOTCsS Ha BCEX COTPYAHUKOB (Kpamkoe

HaumeHogsanue onepamopa) (IUTaTHBIX, BPEMEHHBIX, Pa0OTAIOIIMX MO KOHTPAKTYy U T.I.), a

TaK)Ke BCEX MPOYUX JHIL (MOAPSAUNKH, ayTUTOPHI U T.I1.).

3 CUCTEMA 3ALWNUTDBI NEPCOHAJIbHbIX OAHHbIX

Cucrema 3amuThl nepcoHanbHbIX AaHHbIX (C3I1/IH), cTpouTcs Ha OCHOBAaHUU:
— Ortuera 0 pe3yapTaTax MIpPOBEJACHHS BHYTPEHHEN TPOBEPKU;

— Ilepeuns nepcoHaNbHBIX JAHHBIX, OUIEKAIIMX 3aIIUTE;

— Axra kinaccuukanui HHPOPMAIIMOHHON CHCTEMBI TEPCOHANIBHBIX TAHHBIX;
— Mopnenu yrpo3 6€30maCHOCTH NEPCOHAIBHBIX JAHHBIX;

— Ilonoxenus o pasrpaHnuCHUM IIpaB AOCTYyIIa K 06p368.TBIBaCMBIM NEpCOHAIIbHBIM

JTAHHBIM;
— PykoBogsanux nokymentoB @CTOK n @Cb Poccum.

Ha ocHOBaHHMM 3THX JOKYMEHTOB ONpPEaesieTcss HEOOXOIUMBIN YPOBEHb 3aIIUIIEHHOCTH

I[Ir xaxmonr WCIIOu (kpamxoe naumenosanue onepamopa). Ha ocHoBaHMHM aHamn3a

aKTyalbHbIX yrpo3 6e3onacHoctu [1/lH ommrcanHoro B Mogenu yrpo3 u Otdera O pe3ynbrarax

MIPOBEJICHUS] BHYTPEHHEU MPOBEPKE, JENIAaeTCs 3aKII0YCHHE O HEOOXOJUMOCTH HCIIOIB30BaHUS
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TEXHUYECKUX CPEJCTB M OPraHU3AIMOHHBIX MEPONPHUATHH Uit oOecredeHuss 0e30MacHOCTH
[1{n. BriOpanHble HEOOXOMMBbIE MEpPONPUATHS oOTpakaioTcss B [lmane wmeponpusTuil 1O

obecneueHuro 3ammTel [1/1H.

Hus xaxporr MCII[H nomkeH OBITh COCTABJIICH CIHCOK HCIOJB3YEMBIX TEXHUYECKUX
CPEJICTB 3alUThI, a TaK e MPOrPaMMHOr0 oOecredeHusl ydacTByromero B oopadorke I1/[H, Ha

Bcex aneMmenTax MCIIH:

— APM nonw3oBarteriei;

cepBepa NPUJI0KECHU;

— CVYB];

rpanuta JIBC;
— KaHaJIOB Iepelad B CETH OOIIETro MOJb30BaHUS U (MIIM) MEKIYHAPOIHOTO OOMEHA,
ecim o HuM niepenatorcst [1J1H.

B 3aBucumoctu ot yposHs 3amuiieHHoctd MCII/IH u akTyansHbIX yrpo3, C311/IH Moxer

BKJIIOUYATh CIIEAYIONINE TEXHUYECKUE CPEICTBA:
— aHTUBHUPYCHBIEC CPEJCTBA sl pab0YUX CTAHIIUHN MOJIb30BATENCH 1 CEPBEPOB;
— CpeICTBa MEKCETEBOr0 3KPaHUPOBAHMUS;
— cpencTBa KpunTtorpaduueckoil 3amuTsl MHGOpPMAIMK, IpU Nepeaade 3aiuiiaeMon
uH(pOpMalLMU IO KaHaJIaM CBSI3H.

Tak ’xe B CHHCOK JOJDKHBI OBITh BKIIIOYEHbl (DYHKLHMHU 3aIIUTHI, oOecledrBacMble
mTaTHeIMU cpencTBaMu o0pabotku I1/IH onepaunonnsivMu cucremamu (OC), npuknaansiv [10
U CIIEUAIbHBIMU KOMIUIEKCAMH, PEaTU3yIOIIMMH CPeCTBa 3auThl. CIMCOK (YHKIUHN 3alUThI

MOXXCT BKJIIOYATh:

YIIPABJICHUEC U Pa3rpaHUYCHUC JOCTYIIa HOHLBOB&TGHCﬁ;

pErucTpalmio U yueT AeUCcTBUN ¢ HHpOopMaIueil;

obecrnieueHre MeJIOCTHOCTH TaHHBIX

oOHapyKeHHE BTOPIKECHUH.

Cnucok UCHOJIb3yeMbIX TEXHUYECKUX CPEJICTB oTpaxkaercss B IlimaHe meponpusitTuii mo
00eCrevYeHNnI0 3allUThl TMEePCOHANBHBIX MaHHBIX. CHHCOK HCHOJIB3YEMBIX CPEICTB JOJDKEH
MOJICPKUBATHCS B aKTyaJIbHOM COCTOSIHHH. [Ipu M3MEHEHHMH COCTaBa TEXHUYECKHX CPEICTB
samuThl Wi dnemeHToB MCII/IH, cooTBeTCTBYIOIME M3MEHEHHUS TOJDKHBI ObITh BHECEHBI B
Cnucok M yTBEp)KICHBI PYKOBOJIUTENEM (KpaTKOE HAaMMEHOBAHHE OIEpaTopa) WM JIULOM,

OTBETCTBEHHBIM 3a oOecrieueHue 3ammThl [1/1H.
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4 TPEBOBAHUA K NOACUCTEMAM C3MaH

C3I11x BriIFOYaEeT B ceOs CSIYIONINE MTOCUCTEMBI:
— YIpaBJICHUS JOCTYIOM, PETUCTPALIUU U YUETa;

— o0ecnieueHus HEeJIOCTHOCTU U IOCTYITHOCTH;

— QAHTUBHUPYCHOU 3alIUTHI;

— MEXCETEeBOr0 3KpaHUPOBAHUS,

— aHaluuM3a 3allUIIeHHOCTH;

— 0OHapyXEHUs BTOP)KEHUI;

— KpUOTOrpadUyECcKOil 3aIUTHI.

[loncucrempr C3II[IH uMmerOT pa3nuuHbI (yHKIMOHAT B 3aBUCUMOCTM OT KJacca
NCIIH, onpeaeneHHOro B AKTe KiacCU(pUKAIMU UH(OOPMALMOHHOW CHCTEMbI MEPCOHAIbHbBIX
naHHbiX. Chomcok cootBercTBus (yHkiuit noxacucrem C3II[IH  kiaccy 3alllMIIEHHOCTH

npencranieH B [Ipunoxenun 1.

4.1 NMoACUCTEMbI YNPABINEHUA OOCTYNOM, PETUCTPALIUU U YYETA

[Togcucrema ympaBiaeHUS TOCTYIIOM, PETHCTpAllMM W ydeTa MpeaHa3HadyeHa Jist
peanu3anuu CIeayrmmux GyHKIHMI:

— wuAeHTU(UKAIMM W TPOBEpKa MOJJIMHHOCTH CYOBEKTOB [OCTyHa TpU BXOJE B
NCIIn;

— uIeHTU(UKAIIMKU TEPMHUHAJIOB, TEXHUYECKUX CPEJICTB, y3JIOB CETH, KaHAJIOB CBS3H,

BHECHIITHUX y0TpOI>iCTB 110 JIOTUYECKUM UMCHAM,

— HICHTU(DUKALUHU IpOrpaMM, TOMOB, KaTaJloroB, ¢aiiyios, 3anucel, nojien 3anuceit mo

HMEHaM;

— KOHTpOJIb JIOCTyHa TMOJb30BaTeleld K 3allUIaeMblM pecypcaM B COOTBETCTBHH C
MaTpHILEeH A0CTyMa;
— peructpanuu Bxoja (BbIXOJa) CyOBEKTOB JOCTYyNa B CUCTEMY (M3 CHUCTEMBI), THOO

perucTpanus 3arpy3ku 1 MHULAAIN3alui ONEePallMOHHON CHCTEMBI U €€ OCTAaHOBA.

— peructpanusi BblJaud TIe4YaTHBIX (Tpapuyeckux) MaTepuaioB Ha OyMaKHBIN

HOCHTEJIb;

— peructpanus 3amycka (3aBeplICHHs) IporpaMMm U IMpOIEcCoB (3agaHuM, 3ajay),

MpeaHa3HaYeHHBIX TSI 00pabOTKH MEPCOHANBHBIX JaHHBIX;
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— PperucTpanuu TMOIBITOK JOCTyHa MPOTPaMMHBIX CPEACTB (IIPOrpaMm, IPOLIECCOB,

3a/1a4, 3aJJaHui) K 3alUIIaeMbIM (danaam;

— PErucCTpaiyv MOIIBITOK AOCTYIIa HNPOrpaMMHBIX CPCACTB K TCpMHHAJIaM, KaHajllaM

CBSI3U, IpOrpamMMamM, TOMaMm, KaTajioram, ¢aiiaam, 3arucsm, IMoJIsIM 3aIuCei.

[Toncucrema ynpaBieHHS JOCTYIIOM MOKET OBITH peajr30BaHA C IMOMOIIBIO INTATHBIX
cpenct oopadotku [1/]n (onmepanmonnbix cuctem, npuwioxenuid 1 CYBJI). Tak ske MoxxeT ObITh
BHEJPEHO CIEHMUAIbHOE TEXHMYECKOE CPEJICTBO WM UX KOMIUIEKC OCYIIECTBISIONINE
JIOTIOJTHUTEIILHBIE MEPBl M0 ayTeHTHU(HUKAIMM U KOHTpoJto. Hampumep, mpuMeHEeHHE eIUHBIX
XpaHWJIWII  yYeTHBIX 3alucedl  IMOJb30BaTele W PETrUCTPAllMOHHOM  HH(pOpMAIHH,
UCIIOJIb30BaHNE OMOMETPHUECKUX U TEXHUYECKUX (C MOMOIIBIO 3JIEKTPOHHBIX MPOMYCKOB) MEp

ayTeHTU(UKALUU U APYTUX.

4.2 NMOACUCTEMA OBECNEYEHUA LENTOCTHOCTU U OCTYMNHOCTU
Iloncucrema obOecriedeHHs LEINOCTHOCTM W JAOCTYHHOCTH IpelHa3HauyeHa s
o0ecrieyeHHs 1LEIOCTHOCTH U JjAocTynHocTd IIJIH, mporpaMMHBIX M amnmapaTHBIX CPEICTB

UCTIH (kpamxoe nHaumenosanue onepamopa), a Tax ke CpeJCTB 3aIIUTHI, IPU CIYIaMHON HIIN

HaMEpPEeHHON MOAU(pUKALIUY.

[loncucrema oOecriedeHHs] 1EIOCTHOCTH W JOCTYMHOCTH IpEeAHa3HaueHa JUis
peanu3anuy CIeayrmuX QyHKITHII:

— pe3epBHOE KONMUPOBaHHE 00padaThIBAEMbIX JAHHBIX;

— o0ecrieueHue HEJIOCTHOCTHU ITPOTrpaMMHBIX CPEACTB 3alllUThI IICPCOHAJIBHBIX NAHHBIX,

oOpabatbeiBaeMOl HH(pOpPMAIUK, a TaK XK€ HEU3MEHHOCTh IPOTPaMMHOMN CPEJIbI;

— HOCPUOAUYCCKOC TCCTUPOBAHUC (I)YHKI_II/Iﬁ CHUCTCMBI 3allIUTHI ICPCOHAJIBHBIX NTAHHBIX C

MOMOIIBIO TECCT-IIPOrpaMM, UMUTHUPYIOIINUX IMONBITKN HCCAHKITUOHUPOBAHHOI'O JOCTYIIA,
— HaJIM4ue€ CPE€ACTB BOCCTAHOBJICHUA CHUCTEMbI 3allIUThI IICPCOHAJIBHBIX JaHHBIX.

ITogcucrema peanusyercs C I[OMOLIBIO OpraHU3alMU PE3EPBHOIO  KOIMUPOBAHUS
oOpabaTbiBaeéMbIX JaHHBIX, IPOBEPKON TpU 3arpy3ke CHCTEMbl KOHTPOJBHBIX CYMM
KOMITOHEHTOB CPEJICTB 3alUThl HH()OPMALINY, BEJJCHUEM JIBYX KOMHM MPOrPaMMHBIX KOMITOHEHT
CpeACTB 3alluThl HHGPOPMAIMM U HX NEPUOJUYECKUM OOHOBICHHMEM H  KOHTPOJIEM

paboTOCTIOCOOHOCTH, @ TaK e pe3epBUPOBAHHEM KITt0UeBbIX dneMeHToB MCII/IH.

4.3 MOACUCTEMA AHTUBUPYCHOW 3ALLUTDI
[Toncucrema aHTUBUPYCHOHM 3alllUTHl MpEAHA3HAUYEHA JAJs 00ECleUYeHUs] aHTHUBHPYCHOU

3amuThl cepBepoB 1 APM nmonw3oBareneit UCIIJIH (kpamkoe naumenosanue onepamopa).
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CpencTBa aHTUBHPYCHOM 3alUThl IPEAHA3HAYECHBI MU peanM3alMM  CICAYHOIIUX
byHKIMIA:
— PE3UJCHTHBII aHTUBUPYCHBI MOHUTOPHHT;

— AHTHUBHUPYCHOC CKaAaHHWPOBAHUE;

CKpHIT-OJIOKHPOBAHUE;

— I[IEHTPaIM30BaHHYIO/yIaJICHHYIO YCTaHOBKY/JICUHCTAIUISIIUAIO AHTUBHPYCHOTO
NPOJAYKTa, HACTPOHKY, aJMUHUCTPHUPOBAHME, TIPOCMOTP OTYETOB M  CTATUCTHYECKOU
uH(popMaIuu 1o paboTe MPOIyKTa;

— aBTOMAaTHU3MPOBAHHOE OOHOBJIEHUE AHTUBUPYCHBIX 0a3;

— OrPAHUYCHUC IIPpaB ITIOJIB30BATCIISI HA OCTAHOBKY HCIOJHACMBIX 3a/la4 U U3MCHCHUS

HACTPOEK aHTUBUPYCHOI'O ITPOrPAMMHOI0 OOECIIEUEHHUS;
— aBTOMAaTHYECKHU 3aIlyCK cpa3y MOCIE 3arpy3Ku ONepaliOHHON CHCTEMBI.

[logcucrema  peasm3yercss IyTeéM  BHEAPEHMS  CHELUAJIBHOTO  AHTUBHPYCHOTO

nporpaMMHOTro odecnieueHus Ha Bce neMeHTs MCIT/IH.

4.4 TNIOACUCTEMA MEXCETEBOIO 9KPAHUPOBAHUA

[ToncrucTeMa MeXCETEBOTO SKPAHUPOBAHUS NPEIHA3HAYEHA JUI PEATN3alUuH CIEAYIOIUX
(hyHKIMIA:
— (unpTpalMI0O Ha CETEBOM YPOBHE A KaXJOrO CETEBOro IaKeTa HE3aBUCHUMO

(pemenue o GUIBTPALIMHN MPUHUMAETCS HA OCHOBE CETEBBIX aJPECOB OTIIPABUTENS U MOTyJaTelIs

WJIM Ha OCHOBE JIPYTUX SKBUBAJIEHTHBIX aTpUOYTOB);

- (I)I/IJ'IBTpaI_II/IIO ITaKCTOB CJ'Iy)KC6HLIX IMPOTOKOJIOB, CIYyXallluX IJd AUArHOCTUKHU U

yIpaBJIeHUS pabOTON CETEBBIX YCTPOUCTB;

— (uIbTPAIMIO C YYETOM BXOJHOIO M BBIXOJHOI'O CETEBOro MHTep(eiica Kak cpencTBa

IMMPOBEPKH NOATIMHHOCTH CCTCBLIX aIpCCOB,
- (bpmpraumo C ydeTOM JHOOBIX 3HAYMMBIX IOJIEH CETEBBIX IIaKCTOB,;

— (uIbTpalUIo Ha TPAHCIOPTHOM YPOBHE 3allpOCOB HA YCTAHOBJIEHHE BHUPTYaJIbHBIX

CO@}II/IHGHI/II\/'I C YUYE€TOM TPAHCIIOPTHBIX aAPECOB OTIIPABUTECIIA U MMOJIYYaTECIIA;

— (unbpTpanyio Ha NPUKIATHOM YPOBHE 3alpPOCOB K MPUKIIAIHBIM CEPBUCAM C yUETOM

MPUKIIAAHBIX aAPECOB OTHPABUTEIIA U IMOJIYUaTECIIA;

— (uUIbTPAIUIO C YUETOM JaThl U BpEMEHH;
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- aYTGHTI/I(l)I/IKaHI/II-O BXOOAIIUX KW HCXOAAIHX 3aIlpoCOB METOdaMH, YCTOﬁqHBBIMH K

MACCUBHOMY U (WJIM) aKTUBHOMY IPOCTYIINBAHUIO CETH;

— perucTpanuio W ydeT (QUIBTPYEMBIX TMaKeToB (B MapaMeTphl PErucTpaluu

BKJIIOUYAIOTCS a/IpeC, BpeMs U pe3yibTaT (pUibTpauun);
— PErucTpalHyIO M YYET 3alIpOCOB HAa YCTAHOBJIEHUE BUPTYAJIbHbIX COCANHEHUN;
— JIOKAJIbHYIO CUTHAJIM3ALUIO TIOMBITOK HAPYIICHUS MPaBWII (QUIIbTPALINY;

— MWIACHTU(DUKAIUIO M ayTeHTH(PUKALUIO aJIMUHHCTPATOpa MEXKCETEBOTO0 JKpaHa IpU
€ro JIOKaJNbHBIX 3alpocax Ha JOCTYNl IO HAEHTH(PHUKATOpY (KOAY) W HapoJIl0 YCIOBHO-

IMOCTOSIHHOTO JICHCTBUS,

— HOpCcaoTBpalICHUC A0CTyIIa HCI/IIIGHTI/I(l)I/IHI/IpOBaHHOFO I10JIB30BAaTCIIA U
I10JIB30BAaTCJIA, IIOAJIMHHOCTD I/II[GHTI/I(bI/IKaI_II/II/I KOTOpOro IIpu aYTCHTI/Iq)I/IKaI_II/II/I HC

MMOATBCPANIIACH,

— HICHTHU(UKANUIO W ayTeHTH()UKALWIO aIMUHHCTPATOpa MEXKCETEBOTO JKpaHa IpH
€ro yJaJeHHBIX 3alpocax METOJaMH, YCTOHYMBHIMHU K TTACCHBHOMY M aKTUBHOMY II€PEXBaTy
uHpOpMaInH;

— perucTpanuio Bxoja (BbIXOAa) aJJMMHUCTPATOPa MEKCETEBOTO IKpaHa B CUCTEMY (U3
CHCTEMBI) IIMOO 3arpy3Kd ¥ WHUIHAIU3AIMA CUCTEMBI W €€ MPOrpaMMHOTO OCTaHOBA
(perucTpanus BBIXOAA U3 CUCTEMbl HE NMPOBOAUTCS B MOMEHTHI amllapaTypHOTrO OTKIHOYEHUS

MEXKCETEBOI0 IKPAHA);
— PpErucTpaiuio 3amycka nporpaMmm M MporeccoB (3aJaHuid, 3a1ay4);

— pErucTpanuio JIeUCTBUS aJIMHHHCTPATOpPa MEXKCETEBOr0 HJKpaHa IO HW3MEHEHUIO

npaBui GUIBTpALNK;

— BO3MOYKHOCTb JUCTaHIMOHHOI'O YIIPABJIEHUS CBOMMH KOMIIOHEHTAMH, B TOM YHUCIIE
BO3MOXXHOCTh KOH(UTYypUpOBaHUS (QHIBTPOB, MPOBEPKH B3aUMHON COIJIACOBAaHHOCTU BCEX

GuIbTPOB, aHATKM3a PErUCTPALIMOHHON HHpOpMaLny;
—  KOHTPOJIb IIEIOCTHOCTH CBOEH MPOrpaMMHOI U HHPOPMALIMOHHOMN YacTH;

— KOHTpOJIb LIEJIOCTHOCTH MPOTPaMMHON U WH(POPMAIMOHHON 4YacTH MEKCETEBOrOo

9KpaHa M0 KOHTPOJIBHBIM CYMMaM;

— BOCCTAaHOBJICHHE CBOHCTB MEXKCETEBOTO 9KpaHa TI0CJIC cO0CB U OTKa30B

000pyIoBaHUs;
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— perjaMeHTHOe TECTUPOBaHME peajlu3alMd [paBUiI  (QUIbTpaLUM, Ipolecca
perucrpanuy, Ipouecca MJISHTHU(GUKALUMM W ayTeHTU(QHUKALMM  3alpocoB, Ipolecca
uACHTH(DHUKAIIMK ¥ ayTeHTH(HUKAIMU aJMHHHUCTPATOpPA MEXKCETEBOrO0 JSKpaHa, Ipoliecca
perucTpanuy JACUCTBUM aIMUHHUCTPATOpPa MEKCETEBOIO JKpaHa, Ipolecca KOHTpOJd 3a

LEJIOCTHOCTHIO MPOrPAMMHOM U HH(DOPMAIIMOHHON YacTH, TPOLEAYPbl BOCCTAHOBICHHUS.

[loncucrema  peanusyercss BHEIPEHHMEM  IIPOIPAaMMHO-AINIAPATHBIX  KOMIUIEKCOB

MEKCETEBOIo dKpaHupoBanus Ha rpanuie JICB, kinaccom He HUxe 4.

4.5 NMOACUCTEMA AHANU3A 3ALLULLEHHOCTHU
IToncucrema aHann3a 3alIMIIEHHOCTH, JOJDKHA 00€CIeUBATh BBISBICHUS YA3BUMOCTEH,
cBsi3aHHBIX ¢ ommOkamu B KoHpurypauuu [10O UCII/H, koTOpble MOTYT OBITh MCIOJIb30BAHBI

HAapyImuTCJICM AJId peajin3allii aTaKu Ha CUCTEMY.

CDYHKI_II/IOHEIJ'I IIOACHUCTEMBI MOKET OBITE pcajini30BaH IpOrpaMMHBIMH W IIPOIrpaMMHO-

arrmapaTHbIMU CPEACTBAMU aHAJIW3a 3alllUIIICHHOCTH.

4.6 NMOACUCTEMA OBHAPYXXEHUA BTOPXXEHUA
[loncucrema oOHapykeHUsT BTOP)KEHHM, JIOJKHA OOECleurBaTh BbBISBJICHHE CETEBBIX
atak Ha oaneMmeHTl MCII/IH nonkimtoueHHble K CeTsIM OOIIEro Mojb30BaHUS U (WIN)

MEXyHApOJAHOT0 0OMeHa.

qDYHKHI/IOHaJ'I OACUCTEMBI MOXKET OLITH pc€ain30oBaH NIPOrpaMMHBIMHA WU IIPOTrpaMMHO-

anmapaTHbIMU CPEJCTBaMU OOHAPYKEHUs BTOPKEHUH.

4.7 MOACUCTEMA KPUNTOMPA®UYECKOW 3ALLUTDI
[Toacucrema kpunrorpaduueckoil 3amuThl npeaHazHadeHa i uckimouenus HCJ k

samuiaemoit undopmarmu B UCIH (kpamkoe naumenosanue onepamopa), ipu ee nepeaadu

110 KaHallaM CBSI3M CeTel 06LI_ICFO IIOJIB30BAaHUA U (I/IJ'II/I) MCKAYHApPOAHOT'O oOMeHa.

ITogcucrema pealIn3yCeTCd BHCAPCHUA KpI/IHTOI‘pa(I)I/IquKI/IX MporpaMMHO-alIIapaTHbIX

KOMIIJICKCOB.
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5 NOJNb30OBATENU UCNAH
B Konnenuun wHPOpMAaLMOHHOW O€30MaCHOCTH OIpEaeieHbl OCHOBHBIE KaTETOPHH
nojb3oBarened. Ha ocHOBaHMM 3THX KaTeropuM JOJKHA OBbITh HPOM3BEAEHA THUIM3ALUSL

nonw3oBatened UCII/IH, onpeaeneH ux ypoBeHb J0CTYIAa U BO3MOKHOCTH.

B UCII/In (kpamkoe naumenosanue onepamopa) MOKHO BBIJICIIUTH CJICIYIOUTUE TPYIIIBI

MOJIb30BaTeNe, yuacTByronux B o0padoTke u xpanenuu [1/1n:
— Anmunucrparopa UCIT/IH;
— AnMuHHCTpaTOpa 6€30MacHOCTH;
— Omneparopa APM;
— AIMUHHCTpaATOpa CeTH;
— TexHHYECKOTO CIIENUAIUCTA IO 00CITY)KUBaHUIO TIEpUPEPUIHHOTO 000PYIOBAHNUS;
— IIporpammuct-paspadorunk UCII/IH.

HaHHHe O I'pyIIax IMnoJib30BaTeiisiX, YpOBHC UX AOCTYIIA U HH(i)OpMHpOBaHHOCTI/I JOJIDKCH
OBITh OTpaXCH B ITonoxenue o pasrpaHu4CHU T1IpaB OOCTyIIa K O6pa6aTbIBaeMBIM

NEpCOHAJIbHBIM JaHHBIM.

5.1 ADMUHUCTPATOP UCNOH

Anmunuctpatop MWCIIAH, CcOTpyAHMK (kpamkoe HaumeHo8aHue onepamopa),

OTBETCTBEHHBIH 3a HaCTpouKy, BHeapenue u comnpoBoxaeHue MHWCII[In. OOGecneunBaer
(GYHKIIMOHUPOBaHKWE MojAcHCcTeMbl  ympaBieHus jocrynom HWCII[lH w  ynoiJHOMOYEH
OCYIIECTBIISITh MPEAOCTABICHHE U pa3rpaHUYeHHE JOCTyMa KOHEYHOTO TMOJIbh30BaTelNs

(Omneparopa APM) k aneMeHTaM, XpaHs;IIUM IIepCOHAIbHBIE TaHHbIE.
Anmunuctparop MCII/IH o6naaaer cienyromuM YpoBHEM JIOCTYIA U 3HAHUNA:

— obnamaer monHOM wuHQOpManMed O CHUCTEMHOM U NPUKIAJHOM IPOrPaMMHOM
ob6ecrieuenun UCIIH;

— o0mamaer mnonHOW HHMOpManued O TEXHUYECKHMX CpeACTBaX M KOHPUTypaluu
NCIIH;

— MMeEeT JIOCTYI KO BCEM TEXHUYECKUM CpeJICTBaM 00pabOTKH MH(POpPMaLUU U TaHHBIM
NCITH;

— o0nmamaer mpaBaMHd  KOHOQUTYPUPOBaHHMS M aJIMUHUCTPATUBHOM  HACTPOIKH

texHuueckux cpeacts MCII/H.
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5.2 ADOMUHUCTPATOP BE3OMNACHOCTHU

A,I[MI/IHI/ICTpaTOp 6630HaCHOCTI/I, COTPYAHHK (KDGWZKO€ HaumeHoearue onepamopa),

OTBETCTBeHHBbIH 3a ¢yHkunonupoanue C3II/IH, BKIIOUas OOCTY)KHUBAaHHE W HACTPOUKY

aJIMUHUCTPATUBHOM, CEPBEPHOM U KIIMEHTCKOW KOMIIOHEHT.
AnmuHHCTpaTOp 0€30MacHOCTH 00J1aaeT CIASAYIOIIUM YPOBHEM JIOCTYIIAa U 3HAHUM:
— obnanaet npaBamu Aamunuctpatopa UCIdH;
— obmamaet nonHoi nndopmarmeit 06 UCIIdH;

— HMCECT NOCTYII K CPpEACTBAM 3alllUThI I/IH(I)OpMaI_II/II/I " IMPOTOKOJIMPOBAHHA U K 4YaCTHU

kitoueBbIx niemMeHToB UCIIIx;

— HC HUMCCT IIpaB JOCTyla K KOH(bI/Il"ypI/IpOBaHI/IIO TCXHUYCCKUX CpPCACTB CCTHU 3a

HCKIIIOYCHUCM KOHTPOJIbHBIX (I/IHCHGKHI/IOHHHX).
A,Z[MI/IHI/ICTpaTOp 0€e30macHOCTH YIIOJIHOMOYCH:

— peanu30BBIBaTH MOJIUTUKHM Oe3omacHocTH B 4yactu HacTporku CK3U, mexcereBbix
9KpPaHOB U CHUCTEM OOHApYXEHHs aTak, B COOTBETCTBUHU C KOTOPHIMHU MOJb30BaTenb (Onepartop

APM) nonyyaet BO3MOXHOCTh paboTaTh ¢ anementamu MCII/IH;
—  OCYILIECTBIISATh aYAUT CPEJCTB 3aIUTHI;

— YCTaHaBJIMBATb JOBCPHUTCIbLHBIC OTHOIICHUA CBOCH 3aHlHHI€HHOﬁ CETH C CCTIAMU

APyrux (KDamKOQ HAUumMeHoearue onepamopa).

5.3 OnepATOP APM

Omnepatop APM, COTpyIHUK (KpamKoe HaumeHosanue onepamopa), OCYIIEeCTBIISIONTNI

o0pabotky I1J[H. O6paboTka IT/IH BKIIOUaeT: BO3MOXHOCTH mpocMotpa II1JIH, pyuHOi BBOJ
[T1x B cucremy UCIIIH, popMupoBaHue cipaBOK U OTYETOB 110 MHPOPMALIUH, TIOTYUSHHOW U3
UCTIJ. Onepatop He UMEET MOJIHOMOYUMN AJIsl YIIPaBJICHUs MOJACUCTEMaMu 00paOOTKH JTaHHBIX

u C3I1/1H.
Omneparop UCII/IH o0Onanaer cieayonmm ypoBHEM JOCTYIA U 3HAHUI:

— o0mamaer BceMH  HEOOXOOUMBIMHU  aTpuOyTamu  (Hampumep,  IapoiieMm),

o0ecreynBaroIUMH JTOCTYIT K HEKOTOPOMY MOoAMHOKecTBY 11/1H;

— pacnoaract KOH(i)I/II[eHI_[I/IaJIBHBIMI/I AaHHBIMH, K KOTOPBIM UMCCT JOCTYII.
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5.4 AODMUHUCTPATOP CETU

AJIMUHUCTpAaTOp  CeTH, COTPYIHUK  (Kpamkoe _ HauMeHo8aHue __ onepamopa),
OTBETCTBEHHBIH 3a (PYHKIMOHMPOBAHHE TeIeKOMMYHUKamonHo mnoacucremsl HWCIIH.
AJIMUHHCTpPATOpP CETH HE HMMEET IOJIHOMOYMU JUIS YIpaBlIEHHUsS MOJCHCTEMaMH OO0pabOTKU
JTAHHBIX M 0€30MaCHOCTH.

AJIMUHHUCTPATOP CETH 00JIaJIaeT CICAYIOIIMM YPOBHEM JIOCTYyNA U 3HAHUM:

— oOmagaer 4YacTelo HMH(MOPMAMK O CHCTEMHOM U TPHUKIAJHOM IIPOrPaMMHOM
ooecneuennn UCIIIn;

— oOmamaer 4YacTbl0 WHPOPMALMKM O TEXHHUYECKUX CpPEACTBaX W KOH(UTyparuu
NCIIx;

— wumeeT (U3NYECKUil JOCTYNl K TEXHHYECKUM CpeAcTBaM 00paboTku MHMOpMAalMU U

Cpe/ICTBaM 3allUThI;

— 3HacT, 1o MCHBIIICH MEpPEC, OAHO JICTAJIbHOC UMs JOCTYIIA.

5.5 TEXHUWYECKUIA CNELMATTIUCT NO OBCNYXKUBAHUIO NEPUGEPUUHOIO
OBOPYNOBAHUA

TexHuueckuil cnenmanucT Mo OOCTYKMBAHUIO, COTPYIHHK (Kpamkoe HauMeHosanue

onepamopa), OCYHIECTBIIIET OOCIYXMBaHUE M HACTPOWKY NepudepuitHoro o0OpyIOBaHUS
NCTIIH. TexHudyeckuid CrenuagucT Mo oOCIyKHBaHUIO HEe uMeeT aoctyna K I1/1H, He mmeer
MOJTHOMOYHH JUIs yIIpaBlIeHUs TOICUCTEMaMHU 00pabOTKH TaHHBIX U 0€30MaCHOCTH.
TexHnueckuil cienuaincT no 00CIyKUBaHUIO 00Ja1aeT CIEAYIOIUM YPOBHEM JOCTYyIa
Y 3HAHUU:
— o6namaer yacTbio HMHGOPMAIMM O CHUCTEMHOM W MPUKIAJAHOM IPOrPaMMHOM

ob6ecrieuenun UCII/H;
— o0mamaer 4acThlo WHGOPMAIMM O TEXHHYECKUX CPEACTBAX U KOH(PUTYpaluu
NCIIH;

— 3HacT, 1o MEHBIIIEeH MEPE, OAHO JICTAJIBHOC UMs JOCTYIIA.

5.6 MPOrPAMMUCT-PA3PABOTYMK UCTOH
[IporpamMmmMucThI-pazpaboTIUKI (mocTaBUIMKN) MIPUKJIATHOTO IIPOrPaMMHOTO
obecrieueHust, 0OECIIEYNBAIONINE €T0 COMPOBOXKACHHE Ha 3amuiaecMoMm oObekte. K maHHOU

Ipylnmne MOTyT OTHOCHTBCS KaK COTPYIHUKHM (KpaTKOoe HaWMEHOBaHHE olleparopa), Tak M

COTPYIHUKH CTOPOHHHUX OpPraHU3aIHiM.



19

JInuo 3TOM KaTeropuu:

— obnamaer nHpopManuen 06 alropuTMax M mporpaMmax o0paboTku MHPOpMaLKUU Ha
NCTI/H;

— 005a/1aeT BO3MOXKHOCTSIMU BHECEHUS OIINOOK, HEJIEKIAPUPOBAHHBIX BO3MOXKHOCTEH,
INPOTPaMMHBIX 3aKJIaJI0K, BPEAOHOCHBIX Mporpamm B mporpamMmHoe obecrneuenne VCIIAn Ha

CcTaauu €€ p33pa6OTKI/I, BHEAPCHUA U COIIPOBOKIACHUSA,

— MOXeT pacnojarath Jo0biMHu (parMenTamu uHdopmanuu o Tononorun UCIIIx u

TEXHUUYECKUX cpeacTBax o0paboTku u 3amuthl [1/]H, o6pabaTsiBaembix B UCII/IH.

6 TPEBOBAHUA K MNMEPCOHAJY NO OBECMNEYEHUIO 3AWLUTHI
naH

Bce corpyanuku (KpaTkoe HaMMEHOBAHHE OIEpPaTOpa), SIBJSIONIMECS MOJb30BATEIISIMU
WCTI/IH, AOMKHBI 4€TKO 3HaTh M CTPOTO BBHIMOJHITH YCTAHOBJICHHBIE MpaBuUiia U 00SA3aHHOCTH

Mo JOCTYITY K 3alllUIaCMbIM 00BEKTaM U CO6J'IIO,I[CHI/IIO IIPHUHATOT'O pCKHUMaA 0€e301aCHOCTH HI[H

IIpyn BCTyIUIEHMH B JOJKHOCTH HOBOIO COTPYAHMKA HEIOCPEACTBEHHBIN HAadalbHUK
NOJpa3/ieNieHusi, B KOTOpO€ OH TIOCTyHaeT, OOs3aH OpraHu30BaTh €ro O3HAKOMJICHHE C
JOJDKHOCTHOM ~ MHCTPYKLMEH M HEOOXOAMMBIMH  JIOKYMEHTAaMH, pErJIaMeHTUPYIOIUMU
TpeOoBanuss mno 3ammre II/[H, a Takxke oOyuyeHue HaBBIKAM BBIIOJHEHHUS MPOLENYP,

HGO6XOI[I/IMI>IX AJIs1 CAHKIIMOHUPOBAHHOTO UCITOJIb30BaHUA I/ICHI[H

CoTpynHUK JOKEH OBITh O3HAKOMJIEH CO CBeAeHHsMU Hacrtosmed [lonmutukwy,

HOPUHATBIX Mpoueayp padotsl ¢ anemenTamu UCITAn u C3I1/1H.

CotpynHukHM (KpaTKo€ HaWMEHOBAaHUE OIepaTopa), HCIOJb3YIOIUE TEeXHUYECKHE
CpeAcTBa  ayTeHTU(UKAIMM, JOJDKHBI  O0ECleuMBaTh COXPAHHOCTh  HACHTH(PHKATOPOB
(91eKTpOHHBIX Kito4el) u He pomyckaTb HCJ] k HUM, a Tak k€ BO3MOYKHOCTb HUX yTEpU HIIU
UCIIOJIb30BaHUsl TPEThbUMH JHLaMu. [lonp30BaTeny HECYT NMEPCOHAIbHYIO OTBETCTBEHHOCTH 3a

COXPaHHOCTh UJIEHTU(UKATOPOB.

CoTpynHuKH (KpaTKoe HaMMEHOBAaHHE OIepaTopa) IOJIKHBI CIeI0BaTh YCTAHOBICHHBIM
npoueaypam nojajiep:kanus pexxuma 6ezonacHoctd [1/IH npu BeIOOpE U MCHIOIB30BaHUU MapoJieit

(CCJ'II/I HC UCIIOJIB3YHOTCA TCXHUUCCKUEC CPCACTBA ayTCHTI/I(bI/IKaLII/II/I).

CoTtpynHuku (KpaTkoe HAMMEHOBAHUE OTepaTopa) OJDKHBI 00SCTICYHBATh HAIJIEKAIITYIO
3alIUTy O0OPYJOBaHUS, OCTAaBIIIEMOro 0€3 MPHUCMOTPa, OCOOCHHO B TeX CIydasx, KOrAa B

MOMCIICHNUEC UMCIOT OOCTYIl ITOCTOPOHHHUC JIMIIA. Bce nonp3oBarenu JOJI2KHBI 3HATh TpGGOBaHHH
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no 6e3omacHocty [0 u mporeayps! 3aIUThl 000PYIOBAHUS, OCTABICHHOTO 0€3 MPUCMOTpa, a

TaK)Xe CBOU 00S3aHHOCTHU 10 00CCIIEUCHHUIO TAKOM 3alIUThI.

CoTpynHHMKaM 3ampemiaeTcss yCTaHaBIMBATh MOCTOPOHHEE MPOrpaMMHOE OOecledeHue,
MOJIKJIIOYATh JINYHBIE MOOWIIBHBIE YCTPOMCTBA M HOCUTENH WH(OPMAIIMH, a TaK e 3aIUChIBATh

Ha HUX 3alUIIacMyl0 HHPOPMAIIHIO.

CotpyaHHKaM 3arpeniaeTcs pasriamarh 3alinaeMyo nHPOpMaIHo, KOTopasi cTaia UM
U3BeCTHA NpHu paboTe ¢ MHGOPMAIMOHHBIMU CUCTEMaMU (KpaTKoe HauMEHOBaHHE OIepaTropa),

TPETHUM JIMLIaM.

IIpu pabore ¢ IIJu B HCIIAH coTpyaHuku YupexaeHus o0s3aHbl O0OECHeUUTh
OTCYTCTBHE BO3MOXHOCTH mpocmorpa [I/[H Tperbumu nuumamu ¢ moHuTOpoB APM wnmm

TEPMHUHAJIOB.

ITpu 3aBepmiennn pabotel ¢ UCII[JH coTpyaHuku o0s3aHbl 3amututh APM  win
TEPMHUHAJBl C TOMOINBIO OJOKHUPOBKM KIHOYOM WM HSKBUBAJCHTHOTO CPEACTBA KOHTPOJI,

Harmpumep, A0CTYIIOM 110 MapoJIr0, €CJIN HE UCITOJIBb3YHOTCA 0oJiee CHIILHBIC CpcacTBa 3alMTHI.

CotpynHukH (KpaTkoe HaMMEHOBAHHE OIEPaTOpa) JOJDKHBI OBITH MPOUH(OPMHUPOBAHBI
00 yrpo3ax HapyuieHus pexuma Oe3onacHocTH II/[H U OTBETCTBEHHOCTH 3a €ro HapyllIeHUE.
OHM 10JKHBI OBITH O3HAKOMIIEHBI C YTBEPXAECHHOW (QOpMaibHON Npoueaypoi HalO0KEHUs
JUCLUIUINHAPHBIX B3BICKAHUN HA COTPYJHHUKOB, KOTOPBIE HApYIIMJIW INPUHATBHIE MOJIUTHKY

npoueaypst 6e3onacuoctu [1/1H.

CotpynHuku 00s3aHbl 0€3 MPOMEICHHS COoOO0maTh 000 BCeX HAOMIOJAEMBIX WU
noao3putTenbHbIX cinydasx padotsr UCIIIH, Moryumx moBjedb 3a coO0M yrpo3bl 0€30MacHOCTH
[1/ln, a Takke O BBISBICHHBIX HMH COOBITHSX, 3aTparuBaronmx Oe3omnacHocts [1J1H,
PYKOBOJCTBY MOAPA3ICICHUS | JIUILY, OTBEYAIOIIEMY 32 HEMEUICHHOE pearupoBaHue Ha yrPO3bI

oe3onacHocTH I1]1H.
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7 DOMKHOCTHbIE OBA3AHHOCTU NONb3OBATENEN UCNOH
JomwkHocTHBIE  00si3aHHOCTM  monb3oBareneid  VICIIJIH ommcansl B CIEAYIOMIMX

JIOKYMEHTax:
— HWucrpykuus agmunuctparopa UCI/H;
— HWucrpyknus agmuauctparopa 6ezomacnoctu MCI/IH;
— MWncrpyknus nons3oatens UCIT/IH;

- I/IHCprKI_II/IH IMOJIB30BATECJIA TP BOBHUKHOBCHUHN BHCIITATHBIX CHTyaHHﬁ.

8 OTBETCTBEHHOCTb COTPYOHMKOB WUCNAOH (KPATKOE
HAUMEHOBAHUE OMNEPATOPA)

B cootBerctBuu co cT. 24 DenepanbHoro 3akoHa Poccuiickoit denepanuu ot 27 Ui
2006 1. Ne 152-®3 «O nepcoHaJIbHBIX JaHHBIX)» JIMLA, BUHOBHbIE B HapyLIEHUU TpeOOBaHUM
Hacrosimiero defepanbHOro 3aKOHA, HECYT TPAXTAHCKYIO, YTOJOBHYIO, aIMHUHHUCTPATHUBHYIO,
TUCIUIUIMHAPHYIO U HHYIO MPEIyCMOTPEHHYIO 3aKOHOAaTenbcTBOM Poccuiickoit Deneparyu

OTBCTCTBCHHOCTD.

JlelicTByroee 3akoHoAaTeabcTBO PXd mo3BoisieT NpeabsBIATH TpeOOBaHUS IO
oOecrieyeHnto Oe3zomacHOM paboTHl ¢ 3amMIaeMoil MHQpoOpManueil M mpeaycMaTpuBaeT
OTBETCTBEHHOCTb 3a HapyLIEHHE YCTAHOBJIEHHBIX MpaBwi 3kcrutyatauuun OBM u cucrem,
HENpPaBOMEPHBIM JOCTyNn K HH(OpMalMM, €ClIM 3TU JEHCTBUS MpPHUBEIN K YHUYTOXKEHHIO,
OJIOKMPOBaHUIO, MOJU(PHUKAIIMK HHPOPMALIMU WK HapyIIeHuto pabotsel DBM unu cereil (ctatbu

272,273 n 274 YK PO).

Anmunuctpatop UCII/IH u agMuHUCTpaTop 0€30MAaCHOCTH HECYT OTBETCTBEHHOCThH 32
BCE JICUCTBHSI, COBEPLIEHHBIE OT UMEHHU UX YYETHBIX 3alIUCEH WM CUCTEMHBIX YUETHBIX 3aIIUCEH,

€CJIM HE NOKa3aH q)aKT HCCaAaHKIIMOHUPOBAHHOI'O UCITIOJb30BaHUS YUCTHBIX 3aImcei.

[Ipu HapymieHUAX COTpyIHUKAMHU (KpaTKOe HAMMEHOBAHHE OIepaTopa) — MoJIb30BaTese
UCTIln mnpaBwn, cBs3aHHBIX C Oe3omacHocThio II/[H, OHM HECYyT OTBETCTBEHHOCTb,

YCTaHOBJICHHYIO JE€HCTBYIOIIMM 3aKOHOIaTeNIbcTBOM Poccuiickoit denepanuu.

[TpuBeneHHbIe BhIIE TPEOOBAHWSI HOPMATUBHBIX JOKYMEHTOB IO 3aIlUTe MHPOPMAIUU
JOJDKHBI  OBITH OTpaKeHbI B [loNMOXKEHWSX O Tozapas3iesneHusx (KpaTkoe HauMEHOBaHHE
omeparopa), ocyuiectBistomux o0padorky Il B MCII[IH U MOMKHOCTHBIX HMHCTPYKIMSIX

COTPYAHHUKOB (KpaTKO€ HAaMMEHOBAaHUE OINEpaTopa).
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Heo6xomumo Buectn B [lomoskeHust o monpasneneHusix (KpaTkoe HAaUMEHOBaHHE
omepaTopa), ocymectistonux oopadorky [1/lan B UCII/In cBeneHus 06 OTBETCTBEHHOCTU HX
PYKOBOJUTENCH M COTPYIHUKOB 3a pasrjalleHue M HECaHKIMOHWPOBAaHHYIO MOIU(DUKAIIUIO
(uckaxenue, Ganpcuduranuo) [1/JH, a Takke 3a HEMPAaBOMEPHOE BMEIIATEIHCTBO B MTPOIECCHI

UX aBTOMaTHU3UPOBAHHOI 00pabOTKH.

9 CNMUCOK UCMNOJIb3OBAHHbLIX NICTOYHUKOB

OCHOBHBIMU HOPMAaTUBHO-NIPABOBBIMU W MCTOAHYCCKUMH IOOKYMCHTAMH, Ha KOTOPBIX

Oasupyercs Hacrosee [lonoxenne ABISOTCA:

—  ®enpepanbbiii 3akoH oT 27.07.2006 1. Ne 152-®3 «O mnepcoHalIbHBIX JTaHHBIX)
YCTaHABIMBAIOIIUN OCHOBHBIC MPUHIUIBI U ycioBus o0pabotku I[1/1H, mpaBa, 00sS3aHHOCTH U

OTBETCTBEHHOCTh YYaCTHUKOB OTHOILIEHUH, CBA3aHHBIX ¢ 00padoTkoit [1/1H;

— «llonoxenne 00 oOecrmeyeHHH O€30MACHOCTH TEPCOHANBHBIX JAaHHBIX TPH HX
00paboTke B HWH(POPMAIIMOHHBIX CHUCTEMaxX IIEPCOHAIBHBIX JAaHHBIX», YTBEP)KICHHOE

[Toctanosnenuem IlpaButensctBa PO ot 17.11.2007 r. Ne 781;

— «llopsanox mpoBeneHus: kjiaccUpUKaud MHGOPMALMOHHBIX CHCTEM IMEPCOHATbHBIX
JAHHBIX», yTBepKAeHHbIN coBMecTHBIM [Ipukazom @CTIK Poccuu Ne 55, ®CB Poccun Ne 86 u

Mununpopmessizu PO Ne 20 ot 13.02.2008 r;

— «llonoxenne 00  0COOEHHOCTSX  00pabOTKM  NEPCOHAIBHBIX  JIAHHBIX,
OCylIecTBIIEMON  0e3  WCIONB30BaHUS  CPEJACTB  aBTOMATH3AI[MM»,  yTBEPXKIECHHOE

ITocranoBnenueM IlpaBurensctea PO ot 15.09.2008 1. Ne 687;

- «Tpe60BaHI/I$I K MaTCpUaJIbHbIM HOCUTCIIAM 6I/IOMeTpI/I‘leCKI/IX MEPCOHAIBHBIX JAHHBIX
N TEXHOJIOTHAM XPaHCHHA TaKUX JaHHBIX BHE I/IH(i)OpMaHI/IOHHI)IX CUCTEM TICPCOHAJIBHBIX

JTAaHHBIX», yTBepKAeHHbIe [locTranoBnenneM [IpaBurensctBa PO ot 06.07.2008 r. Ne 512.

HopmartuBHo-metonnueckue nokymeHThl denepanbHoil Ciy’kObl 1O TEXHHUYECKOMY H
skcriepTHOMY KOHTpoito Poccutickoit denepanun (nanee - ®CTOK Poccun) mo obecnedeHunto

6e3onacuoctu [1/1n npu ux obpadotke B MCII/H:

— basoBas mMozenb yrpo3 6€30MacHOCTH NEPCOHANBHBIX JaHHBIX MPHU MX 00paboTKe B
MH(OPMALIMOHHBIX CHCTEMax MEPCOHAIBbHBIX JaHHBIX, yTB. 3aMm. aupekropa ®CTIOK Poccun

15.02.08 r. (JICIT)
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- MeTO,I[I/IKa OIpCACIICHNA aKTyaJlbHBIX YI'PO3 0e30macHOCTH INEPCOHATIbHBIX JaHHBIX

npu ux 00paboTke B MHPOPMAILIMOHHBIX CUCTEMAaX MEPCOHANBHBIX IaHHBIX, YTB. 3aM. TUPEKTOpa

OCTIK Poccun 15.02.08 r. (JACII)

— «llonoxkenne 0 Meromax M Crocobax 3amuThl MHGOpPMAMKA B HWHPOPMAITMOHHBIX

CHUCTeMax MEePCOHANIBHBIX JaHHBIX», yTBepxkAecHHOE qupekTopoM OCTIK ot 05.01.2010 r. No 58



Ta6auna 1 CoorBercTBue pynkuuii nogcucrem C3I1/IH kiaccy 3alMIIEHHOCTH

24

NMPUNOXEHMUE 1

K [lostuTnke nHGopManHOHHON
0e30macHOCTH

IInan - nepeyeHb TEXHUYECKUX MEPONIPUATHIA
K3 K2 K1
Ne no odecneuenuu dezonacunoctu UCII
| | B noxncucreme ynpasnenus 1ocTymnom:

Peanu3zoBaTh U1eHTUDUKALIUIO U IPOBEPKY
MIOJIJIMHHOCTU CYOBbEKTOB JJOCTYIIA IIPH BXOJE B

1 onepanuonnyto cucreMy MCII/Ia no naposro +
YCJIOBHO-TIOCTOSIHHOTO A€HUCTBUS, JJIMHON HE
MeHee MeCTH OyKBEHHO-IIM(PPOBBIX CUMBOJIOB.
PeanuzoBath u1eHTUHUKALINIO TEPMUHAJIOB, o
TEXHUYECKUX cpeAcTB, y310B MCII/IH, kaHanos p

2 M MHOTOTIOJIb30BATENBCKO
CBSI3M, BHEITHUX YCTPOUCTB IO UX JIOTUYECKUM

M pexumMe

MMEHaM.
Peanu3zoBaTh UIeHTU(DUKALINIO TPOTPAMM, pu

3 TOMOB, KaTaJoros, (paios, 3auce, moien MHOTOTIOTB30BATEIbCKO
3aMMcel o UMEHaM. M peXHMe
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Ilnan - nepeyeHb TEXHUYECKUX MEPONIPUATHIA
no ooecneuennu 6ezonacioctu UCIILJI

K3

K2

K1

PeanusoBaTts KOHTPOJIb 1OCTYIIA
I10JIB30BATENEH K 3aIMAIAEMBIM PECYpCaM B
COOTBETCTBUH C MAaTPHULIEH TOCTYIIA.

IIpu
MHOTI'OII0JIb30BaTEIbCKO
M pEKHUME U Pa3HbIX
npaBax JoCTymna

B noacucreme perucrpanuu u ydera:

Ocy1ecTBIATh PErUCTPALINIO BXOa (BBIX01a)
MOJIb30BATENISl B CUCTEMY (U3 CHCTEMBI), THO0
PETUCTPALIMIO 3aTPy3KU U MHULMATIU3ALUU
OIIEPAIMOHHOM CUCTEMBI U €€ IPOrPaMMHOI0
ocraHoBa. Perucrpanus BbIX0Aa U3 CUCTEMBI
WM OCTAaHOBA HE MPOBOJUTCS B MOMEHTBI
anmapatypHoro otkiatouenus UCIT/I1. B
rapaMeTpax perucTpalnuy yKa3bIBalOTCS:

Jlata u Bpemsi BXo/a (BbIX0/1a) IOJIB30BATENS B
cUCTeMY (M3 CHCTEMBI) UJIH 3arpy3Ku
(ocTaHOBA) CUCTEMBI;

[Ipn
OJTHOIIOJIb30BAaTEIBCKOM
pexume

[Ipu
OJTHOIIOJIb30BAaTEIbCKOM
pexume
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IL1an - nmepedIeHb TEXHUIECCKHUX Mep0Hp]/IﬂTI/II71

MapKHpPOBKH:

Ne no ooecneuennu 6ezonacioctu UCIILJI s Live il
Jata u Bpems BxoJia (BbIX0/1a) MOJIB30BATENS B
CUCTeMY (M3 CHCTEMbI) UJIH 3arpy3Ku
(ocTaHOBA) CUCTEMBI, PE3YJIBTAT HOMBITKU Hpu
BXoa (yCHelIHas WJIK HEeyCIIeITHas ); IIpu IIpu OAHOTIONE30RATCIIECKOM
MHOTOIOJIB30BATENbCKO | MHOTOIONB30BATENLCKO |
M PEKUME U PaBHBIX M PeXHUME U PaBHBIX MHOTOIOIL30BATEILCKO
M peXHMax 00paboTKH
IpaBax J0CTyIa paBax J0CTyIa
Y PaBHBIX ITpaBax
JnocTyna
Jlata u Bpemsi BXo/a (BbIX0/1a) IOJIB30BATENS B
cUCTeMY (M3 CHCTEMBbI) UJIH 3arpy3Ku
(ocTaHOBA) CUCTEMBI, pE3YJIbTAT HOMBITKU Hpwu Hpn
BXOJIa (YCTIEIIHAs HITH HeyCTienHas), MHOTOITOJIb30BaTE€IbCKO | MHOT'OMNOJIb30BATEIBCKO i
g q— M PEKUME U Pa3HBIX M PEKUME U Pa3HBIX
MOJIb30BAaTeIs, MPEAbIABICHHBIN MPH MOMBITKE fpapax joctyna fpapax joctyna
JI0CTYTIa;
6 JlaTta u Bpems Bxoj1a (BbIX0/Ia) MOJIB30BATENS B
cUCTeMY (M3 CHCTEMBI) UJIH 3arpy3Ku
(ocTaHOBA) CUCTEMBI, PE3YJIbTAT MOMBITKU [Tpu
BX0J1a (yCIelIHas WIH HeyCTelIHas), MHOTOTIOJIb30BATENbCKO
uneHTuduxaTop (Koa wim Hameims) i i M PEXKUME U PA3HBIX
MOJIb30BAaTeIs, MPEABIBICHHBIN MPH MOMBITKE mpaBax JO0CTyIa
JOCTYTa, KOJ UM MapoJib, IPEIbsIBICHHbII
IIPU HEYCTENTHON MOIBITKE.
[TpoBOIUTH yUeT BCEX 3aIIUIIAEMBIX
7 HocuTeNel MH(OPMAIMK C TTOMOIIBIO UX




27

IL1an - nmepedIeHb TEXHUIECCKHUX Mep0Hp]/IﬂTI/II71

K3

K2

K1

Ne no ooecneuennu 6ezonacioctu UCIILJI
C 3aHeceHneM yUYETHBIX JaHHBIX B )KypHal
y4era;
[Ipu [Ipu
OJIHOIIOJIB30BATEIILCKOM | OJHOIOJIb30BATEIBCKOM
u U Hpu
OJIHOIIOJIb30BAaTEIbCKOM
MHOT'OIIOJIb30BATENIBCKO | MHOTIOIOJIB30BATEIBCKO eKIME
M PEKUMax U PaBHBIX M peXuMax U PaBHBIX p
IIpaBax JOCTyIa IpaBax JoCTyIa
C 3aHeceHneM y4YEeTHBIX JaHHBIX B )KypHal IIpn IIpn ou
ydera ¢ IOMETKOM 00 uX Bblaye (Ipueme); MHOTI'OII0JIb30BaTEIbCKO MHOTOIIOJIB30BaTEIbCKO p
MHOTOTI0JIb30BaTEIbCKO
M PEKUME U Pa3HbIX M PEXHUME U Pa3HbIX
M pexume
npaBax J0CTyIa rpaBax J0CTyIa
[TpoBOIUTH TyOIUPYIOIIMHA yYET 3alUIaeMbIX
HOCHUTENeH HH(POPMAIIUH.
[Ipu
OJIHOTIOJIb30BAaTENBCKOM
8 U
MHOTOII0JIb30BaTEIbCKO
M peXuMax U paBHBIX
paBax J0CTyIa
OcCyIIecTBIATh PETUCTPALIMIO BbIIAUU
9 nevaTHhIX (TpaguuecKux) TOKyMEHTOB Ha

OyMmaxHbIi HOocuTeNb. B mapamerpax
PErucTpalnyy yKa3blBarOTC:
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IL1an - nmepedIeHb TEXHUIECCKHUX Mep0Hp]/IﬂTI/II71

no ooecneuennu 6ezonacioctu UCIILJI

K3

K2

K1

Jara u Bpemst Beigaun (oOpareHus K
MOJICHCTEME BBIBOIA), KPATKOE CO/IEpKAHHE
JIOKyMEHTa (HAMMEHOBaHUE, BUJI, KOJI),
crenuguKanus ycTpoucTBa Bbl1auu
(Jiormueckoe uMsi (HOMep) BHEIIHETO
yCTPOICTBA);

[Ipu
OJIHOIIOJIb30BaTEIbCKOM
pexume

JlaTta u Bpems Bbiiauu (oOpamieHus K
MOJICKCTEME BBIBOJA), CIICIIU(PUKAIUS
YCTPOWCTBA BBIJIAYH (JIOTHUECKOE UMsI (HOMED)
BHEIIHET0 YCTPOINCTBA), KPaTKOE COJEpIKaHUE
JOKyMeHTa (HanMeHOBaHUe, BUI, I dp, ko),
UICHTH(PUKATOP MOJIB30BaATENs, 3aIPOCUBIIETO
JTIOKYMEHT.

[Ipu
MHOTI'0II0JIb30BaTEIbCKO
M peXHUMe

10

OcCy1ecTBIATh PErUCTPALIMIO 3aITycKa
(3aBepIiIeHus) IPOrpaMM U IMPOILIECCOB
(3amanuit, 3a1a4), NpegHa3HAYECHHBIX TS
00pabOTKH NEepCOHANbHBIX J1aHHBIX. B
napamMeTpax perucTpamnuy yKa3blBalOTCs JlaTa U
BpeMs 3arrycka, uMsl (UAeHTU(UKATOD)
porpamMMBI (Tporiecca, 3a1aHus),
UACHTU(DUKATOP MOJIB30BATENS], 3aIIPOCUBILIETO
nporpamMmy (MpoIiecc, 3aJaHue), pe3yabTaT
3ammycka (YCHeNIHbIN, HEYCTICTIIHBIH).

[Ipu
MHOTOII0JIb30BaTEIBCKO
M PEKUME

11

OcCyIIEeCTBIATh PETUCTPALINIO MTOIBITOK
JOCTYIa MPOrPaMMHBIX CPEJCTB (IIPOTrpamM,
MPOIIECCOB, 3a/1a4, 33JJaHN) K 3aIUIIaeMbIM
¢aitnam. B mapamerpax perucrpanuu
YKa3bIBalOTCA J]aTa U BPeMsI MOIBITKH 0CTyIa
K 3amumaemMomy ¢ailly ¢ ykasaHuem ee
pesyibTaTa (ycrenrHas, HeyCrenHas ),

ITpu
MHOT'OIIOJIb30BAaTEIbCKO
M pexXHuMe
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Ilnan - nepeyeHb TEXHUYECKUX MEPONIPUATHIA
no ooecneuennu 6ezonacioctu UCIILJI

K3

K2

K1

UaeHTH()UKATOP TOIB30BaTEls, Crieu(uKaIs
3aImuIaeMoro gaitia.

12

OcCymIeCTBIATh PETHCTPALINIO OMBITOK
JOCTYIa MPOTPAMMHBIX CPEJCTB K
JIOTIOTHUTEIHHBIM 3alUIIaeMbIM 00bEKTaM
noctyna (TepMUHaIaM, TEXHUYECKUM
CpeICTBaM, y3JaM CEeTH, JTUHUSIM (KaHaJaMm)
CBSI3U, BHEIITHUM yCTPOICTBaM, IpOrpaMMam,
TOMawm, Karajoram, (aiinam, 3aucsM, MOJISIM
3anuceit). B mapamerpax perucrpauuu
yKa3bIBAIOTCS J1aTa U BPEMsl IONBITKH TOCTYyTa
K 3alIUIIaeMOMY OOBEKTY C YKa3aHUEM €€
pe3ynbrata (ycrneliHas, HeyCIenrHas),
UJIEHTU(DUKATOP TTOJTH30BATEINSI, CTICTIH(UKALIHS
3alIUIAEMOT0 00BEKTa (JJOTHUECKOe UMS

(HOMED)).

13

Ocy1iecTBIATh OYUCTKY (OOHYyJICHHE,
o0e3MurBaHue) OCBOOOKIaeMbIX 001acTei
OIepaTUBHON NaMATH UH()OPMAITMOHHON
CHCTEMBI ¥ BHEITHUX HOCHTEJIEH HHPOPMALINH.

B moacucreme oOecIieueHus ICIIOCTHOCTH:

14

ObecneynTh IeTOCTHOCTD MPOTPAMMHBIX
cpencts 3amuThl B coctaBe C3I1/{H, a Takxke
HEW3MEHHOCTh POrpaMMHON cpeasl. [Ipu aToM
LIEJIOCTHOCTB CPEJICTB 3alIUThI IPOBEPSIETCA:
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IL1an - nmepedIeHb TEXHUIECCKHUX MePOHp]/IﬂTI/Iﬁ

K3 K2 K1
Ne no ooecneuennu 6ezonacioctu UCIILJI
[Tpu 3arpy3Ke CUCTEMBI 0 HATHYUIO UMEH
(upertudukaropor) komnonento C3I1/1H,
LEJIOCTHOCT IIPOTPAMMHOM CPEJbI [Ipu [Ipu [Tpu
obecneunBaercs orcyrcTBuem B MUCIIn OJIHOTIOJIb30BATEIbCKOM | OJTHOMOJIB30BATEIbCKOM | OJHOIOJIb30BATEIHCKOM
CpeACTB pa3pabOTKHU U OTIAJKHU IPOTPAMM BO u u U
BpeMsi 00padOTKH U (M) XpaHEHUs MHOTOIOJIB30BAaTENIbCKO | MHOTOMOJB30BATEIbCKO | MHOTOMOJIL30BATEIbCKO
3anumaemMoi nHdopmammmy; M PEeKUMaX U PaBHBIX M peXUMaxX U PaBHBIX M peXUMaXxX U PaBHBIX
mpaBax J0CTyIa mpaBax JA0CTyIa mpaBax J0CTyma
[Ipu 3arpy3ke CUCTEMBI 0 KOHTPOJIbHBIM
CyMMaM KOMITOHEHTOB CPEJICTB 3aIUThI
nHpOpMAINH, a IEIOCTHOCTh MPOTPAMMHON
(bopmaruuu, a u porp [Tpu [Tpu [Tpu
cpenbl obecredrBaeTCs UCIOIb30BAaHHEM
MHOTOTOJF30BATENIBCKO | MHOTOMOJB30BATENBCKO | MHOTOMOJIB30BATENIBCKO
TPAHCIIATOPOB C SI3LIKOB BBICOKOTO YPOBHS U
M PEKUME U Pa3HBIX M PEKUME U Pa3HBIX M peXuMe 00paboTKH U
OTCYTCTBHEM CPEICTB MOAU(PUKAIIUU
mpaBax J0CTyma mpaBax J0CTyIa pa3HBIX MpaBax J0CTyMa
00BEKTHOTO KOJIa MTPOrpamMMm B TIporiecce
00paboTKH U (MJIN) XpaHEHUs 3alUIIaeMOil
nH(pOpMaLINH.
OcymecTBIITh PU3UIECKYIO OXpaHy [Tpu
TEXHUYECKHUX CPEACTB HH(POPMAIIMOHHOM OJTHOTIOJTE30BATEILCKOM
15 CUCTEMBI (YCTPOICTB U HOCHUTENEH u

nH(popMalun), NpeaycMaTPUBAIOIIYIO
IIOCTOSIHHOE HaJIM4Ne€ OXPAHbI TEPPUTOPHUU U
3J1aHMSL.

MHOTOITOJIB30BaTECIBbCKO
M PCIKUMAX U paBHBIX
IpaBax g0CTyIia
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Ilnan - nepeyeHb TEXHUYECKUX MEPONIPUATHIA
no ooecneuennu 6ezonacioctu UCIILJI

K3

K2

K1

16

OcymectBiats ¢pusndeckyto oxpany UCIIx
(ycTpoiicTB M HOcuTeNel nHdopmaiun),
MpeyCMaTPUBAIOIIYIO KOHTPOJIb JJOCTYIA B
nometenuss UCII/IH mocTopoHHUX JIuIl,
HaIMYWe HAJICKHBIX MPENSATCTBUHN IS
HECaHKIMOHUPOBAHHOTO MPOHUKHOBEHUS B
nometenust UCII/Ix u xpanunuiie Hocureneu
nHpopMaIuu.

IIpu

MHOTI'OII0JIb30BaTEIbCKO
M peXuMe 00paboTKHU U
pa3HbIX IIPaBax J0CTyIa

17

[IpoBoaUTH EPUOINUECKOE TECTUPOBAHHE
¢bynakuit C3I1/JH npu u3mMeHeHuu
IIPOrpaMMHOM cpesibl U M0JIb30BaTeNei
NCII/IH ¢ moMol1bio TECT-MPOrpamm,
umuTupyroumx nonsitku HC/I.

18

JlomKHBI OBITH B HATMYHH CPEICTBA
BocctanoBieHust C3I1/1H,
MIpeIyCMaTPUBAIOIINE BEACHHUE IBYX KOTHI
MPOTPaMMHBIX CPEJICTB 3alTUTHl HH(POPMAIIUH,
WX MePUOINIECKOe OOHOBJIICHHE U KOHTPOJIb
paboTocrnocoOHOCTH.

TpebGoBaHMsI K CpelcTBaM MEKCETEBOTO
skpanupoBanus npu mnoakmrodeHun WCIIIH
CeTsIM  MEXIYHapOJAHOr0 HMH()OPMAIIOHHOTO

oOMeHa

19

@unpTpanys Ha CETEBOM YPOBHE ISl KaXKA0T0
CETEBOT'0 MaKeTa HE3aBUCUMO (PEILIeHHE O
(buIpTpauy TPUHUMAETCS Ha OCHOBE CETEBBIX
aZpECOB OTIPABUTEIISI U TIOJIyYaTeNsl WA HA
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IL1an - nmepedIeHb TEXHUIECCKHUX MePOHp]/IﬂTI/Iﬁ

no ooecneuennu 6ezonacioctu UCIILJI

K3

K2

K1

OCHOBE JIpYTUX SKBUBAJICHTHBIX aTpUOYTOB).

20

@unbTpanys MakeToB CIIyKEOHBIX
IIPOTOKOJIOB, CIYXAIIMX JJIs AMATHOCTUKU U
yIpaBJeHHs pabOTOM CETEBBIX YCTPOUCTB.

21

OuiIbTpalys ¢ y4€TOM BXOJHOTO M BBIXOJIHOTO
ceTeBoro nHTepdeiica kak cpeacTBa MPOBEPKU
MOJJITMHHOCTHU CETEBBIX aJI[PECOB.

22

@unpTpanys ¢ y4eTOM JH0ObIX 3HAYMMBIX
MOJIEH CEeTEeBBIX MAKETOB; PETHUCTPALNS U YIET
(GUIBTPYEMBIX TTAKETOB (B MapaMeTphI
perucTpanyy BKIIOYAIOTCS a/Ipec, BpeMs U
pe3yabTar GUIbTpaLun).

23

@unbTpanys Ha TPAHCIIOPTHOM YPOBHE
3aIpOCOB HA YCTAHOBJICHHE BUPTYAIbHbBIX
COEAMHEHMM C yYETOM TPAHCIIOPTHBIX aJPECOB
OTIPABUTEIISI U MOJTydaTesl.

24

OubTpanys Ha NPUKIAJIHOM YPOBHE 3alIPOCOB
K IPUKJIATHBIM CEPBUCAM C y4ETOM
MIPUKJIAHBIX aPECOB OTIIPABUTENS U
IIOJIy4aTens.

25

(DI/IJ'IBTpaI_II/IIO C YUCTOM OaThbl U BPCMCHHU.

26

AyTreHTH(UKALNS BXOISAIUX U UCXOSIIUX
3aIpOCOB METOJIaMH, YCTOMUMBBIMH K
MaCCUBHOMY U (WJIM) aKTUBHOMY
MIPOCIYLIMBAHUIO CETH.
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IL1an - nmepedIeHb TEXHUIECCKHUX MePOHp]/IﬂTI/Iﬁ

no ooecneuennu 6ezonacioctu UCIILJI

K3

K2

K1

27

Wnentudukanus u ayreHTuGUKanus
aJIMMHHCTPATOPa MEXCETEBOr0 SKpaHa MpHU ero
JIOKaJIbHBIX 3aMlpocax Ha JOCTYII 110
uaeHTu(GUKaTOpy (KOIy) ¥ MapoIko YCIOBHO-
MMOCTOSIHHOTO JEHCTBUSL.

28

Wnentudukanus u ayTeHTHPUKAIUS
aJIMHHHCTPATOPa MEKCETEBOT0 IKpaHa IpH ero
yIQICHHBIX 3aIPOCaX METOJaMH,
YCTOWYMBBIMH K TACCHBHOMY U aKTUBHOMY
nepexBary HH(OOpPMAIIHH.

29

Perucrpanus Bxoja (BbIxoAa) aAMMHHUCTpATOpa
MEXCETEBOI'0 PKpaHa B CUCTEMY (U3 CUCTEMBI)
7100 3arpy3ky U MHUIUATU3AUH CUCTEMBI U
ee IPOrpaMMHOI0 OCTaHOBA (PErucTpanus
BBIXOJIa U3 CUCTEMBI HE IPOBOJIUTCS B
MOMEHTBHI alMnapaTypHOro OTKIOYEHHUS
MEXCETEBOI'0 IKpaHa).

30

Perucrparus 3amycka nmporpamMm u ImpoIeccoB
(3amanuii, 3a1a4).

31

Perucrpanus u yuer GpuiabTpyeMbIX MakeToB (B
IapaMeTpsl PETUCTPALUU BKIIIOUAIOTCS aJIpec,
BpeMs U pe3ysbTaT GUIbTPALUN).

32

PCFI/ICTpaI_II/ISI H YUCT 3alIpOCOB Ha
YCTAHOBJICHUC BUPTYAJIbHBIX COE€IUHEHUI

33

Peructparnus nerictBuii aiMHUHUCTpaTOpa
MEKCETEBOI'0 JKPaHa 10 U3MEHEHUIO IIPaBUIl
¢bunbTpanuy.
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no ooecneuennu 6ezonacioctu UCIILJI

K3

K2

K1

34

JlokanbpHasi CUTHAIU3AIUS TOTIBITOK
HapyLICHUS MpaBul GUIBTPALIUU.

35

[IpenoTBpaiuenue nocrymna
HEUJCHTU(PUIIMPOBAHHOTO MOJIB30BATENS UITU
I10JIb30BaTECIIA, MIOAIMHHOCTD I/IIIGHTI/I(l)I/IKaIII/II/I
KOTOPOTO MpHU ayTeHTU(PUKALUN HE
IIOATBEPANIIACE.

36

B03MO0OXXHOCTB TUCTAaHIIMOHHOTO YIIPaBICHHS
CBOMMH KOMITOHEHTAaMH, B TOM YHCIIe
BO3MOYKHOCTh KOH()UTYPUPOBAaHUS (PHIBTPOB,
MPOBEPKH B3aMMHOM COTJIACOBAHHOCTH BCEX
(GUIBTPOB, aHAIHM3a PETUCTPAITMOHHOMN
uHpopMaLuu.

37

KoHTposb enocTHOCTH CBOEH ITPOrpaMMHOMN 1
MH(GOPMAIMOHHOM YacTu; GUIBTPALIUIO
MAKETOB CIIY’KEOHBIX MPOTOKOJIOB, CITYXKalllUX
JUIsl AMaTHOCTUKU U YIpaBJeHUs paboToH
CETEBBIX YCTPOMCTB.

38

KOHTpOoIb 1€I0CTHOCTH TPOIPaMMHOM U
MH(OPMALIMOHHON YacTH MEXCETEBOI0 IKpaHa
10 KOHTPOJIbHBIM CyMMaM.

39

BoccranoBneHne CBOMCTB MEKCETEBOTO IKpaHa
nociie cO0eB M 0TKAa30B 000PYJOBAHMUS.

40

PernameHTHOE TeCTUPOBaHHE peaTU3aluU
npaBuil GUIBTPAINH, TPOIEcca
UACHTU(DUKAIIMY U ayTEeHTU(UKAITUH
aJIMUHUCTPATOpa MEKCETEBOTO dKpaHa,
MPOLECCA PETUCTPALIMM ACHUCTBHI
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Ilnan - nepeyeHb TEXHUYECKUX MEPONIPUATHIA
no ooecneuennu 6ezonacioctu UCIILJI

K3

K2

K1

aJIMMHHCTPATOPa MEXCETEBOr0 IKpaHa,
IpoLecca KOHTPOJIS 32 LEIOCTHOCTHIO
MIPOrpaMMHOI 1 UH()OPMALIMOHHON YacTH,
IIPOLIEYPBl BOCCTAHOBJICHMUSL.

ITpu npumenennu B UCIT[IH GpyHKIMN
rosiocoBoro Beoja [1/1a B UC wnm ¢pyHkumm
BOCIIPOU3BeIeHUs HH(OpMaLUU
akyctuueckumu cpencrsamu MC

41

Peann3oBaTh opraHu3alliOHHbIE U
TEXHUYECKHUE MEPBI JJIs1 00ecreuyeHus
3BYKOM3OJISILIMU OTPAXKAAIOLINX KOHCTPYKIMHA
IMOMEILICHUH, B KOTOPBIX PACIOJIOXKEHA
nHGOpPMAaLMOHHAS CUCTEMA, UX CUCTEM
BEHTWISILIMY U KOHAUIIMOHUPOBAHUS, HE
MIO3BOJISIIOIIEH BECTH IPOCIIYIINBAHNE
aKyCTHUYeCKOH (peueBoit) HHpopMaIK pu
rOJI0COBOM BBO/JI€ IIEPCOHAJIBHBIX JAHHBIX B
MH(OPMALIMOHHON CUCTEME UITH
BOCIIPOU3BEICHUM HH(POPMALIUU
aKyCTHMUYECKUMHU CPEJICTBAMHU.

Vi

TpeboBaHus K MPOrpaMMHOMY 00€CTIEUEHHIO
CpPEeACTB 3alUThl HH(OPMAIIMU U CPEICTBAM
BBIYHCITUTENIFHON TEXHUKH

42

[TpumMeHATH IporpaMMHOE obecrieueHune
CPEICTB 3alUThl HHPOPMAIIHH,
COOTBETCTBYIOLIEE 4 YPOBHIO KOHTPOJIS
OTCYTCTBHA HEACKIAPHUPOBAHHBIX
BO3MOKHOCTEM.
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Ne no ooecneuennu 6ezonacioctu UCIILJI K3 K2 K1

Hcnonb30Barh CpeacTBa BBIYUCIUTEIBHOM
TEXHHKH, yIOBICTBOPSIOLINE TPEOOBAHUSIM
HallMOHAJIBHBIX CTAHAAPTOB I10
ANIEKTPOMArHUTHON COBMECTUMOCTH, T10
43 0€30MaCHOCTH U 3PTOHOMHUYECKUM +
TpeOOBaHHSM K CPEICTBaM OTOOPAKEHHUS i )
nH(pOpMAINH, TI0 CAHUTAPHBIM HOpPMaM,
HPEIbSBISIEMbIM K BHCOIUCIUICHHBIM
TEpMHUHAJIaM CpPCICTB BBIYHCIIMTEILHON

TCXHHUKHU.

[Tpumeuanue: g UCIIOH 4 kimacca niepeyeHs Mepoupudtuii o 3amure [1JIH omnpenesnsercss B 3aBUCHMOCTH OT viiiepda KOTOPBI MOKET
OBITH HAHECEH BCJIEACTBUE HECAHKIIMOHUPOBAHHOIO WJIM HenpeaHaMmepeHHoro gocryia K [11H.




